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8-Port Gigabit Managed PoE Switch
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8-Port Gigabit Managed PoE Switch
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[ACE 241

. FTRSESEMREIT R, —BREw T 7.

28 i B

EOo O O O3

OO o @

Ak (%=

| mmnm

]
]
© MR

BIKAR- i[5Sl

machitit
FO.DEFF1:12.98.02
FO.DEF1:12:98.02
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00:01:15:09:37:35
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00:01:15:08:37:35

machiht

00:01:15:09:37:35

25

ifiik WOS
192.168.13.133 2
192.168.156.20 2
192.168.233 7
192168168 30 7
10.10.10.10 7
192.168.0.12 7
192.168.13.13 7
192.168.1.111 7
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4.4.2 BB

4.4.2.1 ping )

FE SRR iR/ 4e> BN~ , TAEEZ G ping I ip kb, -

B zpem
L
» WOEE
b VLANE M
r WEES
| R

[ Congto ][ wacertom || temtm |

BfPHhE =
HBHEHE1-10): 2
EERH(1100): 5

Fiatem

T ommEw > EMAR

* ACLifiaizdh
* 8021x
PoEE 1
STP
DHCPh %
DHCPIE 55 &
TACACS+
RADIUS
AAA
QoSE M
k&
SnmpE
LACP
RBEQ

(4 ]

vy ¥ v vy vvwvvyvowyoywyow

K

ik

H ) ip Huhk

BN ip it

RIS N [R]

JulE 1-10

HEERH

(R

QEOERTLED

81 ping ThRE G W 4 g Je EHLR A AT ik .

[FACE 2441

w: PING %E#z pc 1 ip Hfik.

| pingisll || tracertgifl || mmEM |

EIPHfL:
HERHE(1-10) :
ERAH1-100):

(FaEw

LaER:

192.168.0.684
2

=)

PING 192.188.0.84 (192.168.0.64). 58 data bytes
64 bytes from 192.168.0.64: icmp_seq=0 tti=64 time=0.0 ms
64 bytes from 192.168.0.64: icmp_seq="1ttl=64 time=0.0 ms

64 bytes from 192.168.0 64: icmp_seq=3 fti=6.

64 bytes from 192.168.0.64: icmp_seq=4 ftl=64 time=0.0 ms

-~ 182.188.0.84 ping statistics -

5 packets transmitted, 5 packsts received, 0% packst loss
round-trip min/avg/max = 0.0/0.0/0.0 ms
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4.4.2.2 tracert &

SRR R W& Z4> EBEKI>tracert” , AT LUK H 3] H B4 T2 1 %,
WA

| pingtol || (_’:irracien{ﬁi?{l:‘}“ HEHM |
BRI : -
BHE0-10): 2
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(24 ]
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EL IS IS [A) Jul# 1-10

QEEERTLED

ZIIBE A TATIN H 32 15 A K Bk H i B A, i H R eIk, 2
[ Fic & 2541 ]

. K H Y ip192.168.0.64.
| pingks| H tracertii || k<=2 rr | |

HRIPHE: (192, 188.0.64
e iEl1-10): |z

CriEtal
BIER:
traceroute to 192.168.0.64 (192.168.0.64), 30 hops max, 40 byte packets

1 192.168.0.64 (192.168.0.64) 10ms* O ms

11 traceroute: wrote 192.168.1.4 40 chars, ret=-1
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%) o
[ACE 241
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2 /a5 s
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Hﬁ&iﬁ?ﬂ D
| sz
8] wE
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[ 1 e

4.4.3 ACL ¥ [ ¥4

FE SR hdk e “ R/ 2 4x>ACL Vi M, WL ACL R 3 11 vh 350 B A RS 1]

B zymn | acugwdE || AcupEEEH || RAacL |
B hiEEE Heds:
» mOEE wEam: D2 Dem= O2m= Denm O2gn Dews D2
> VLANEEW HEE: - [
L1k 2 BEEE
v B
- BEEHE
& AL
T

HRE s HER &1

] 1 HE

b PoEEWM
b STP

» DHCPrh 4
» DHCPIE$H &
» TACACS+
* RADIUS
b AAA

> QoSEW
[ :ETE

b SnmpEER
» LACP

r RRER

[ 49 ]
ZH ik

H ) ip Hodik N TR ip Hohtk
JER Y ] Jul# 1-10

QEOERITLED

ACL BUIIREA 58 JE WU 1, HELE A AROAE N > DL 5B VL RE . W R sRms sk HARZ, RIS 1al &
(ERUE! S

FEA P«

1. AT, REA 0, WASAREEER.

2. FREAEL, WIRIALES, B4 —glLien ks Eg sk H, BREAR .

3. ARMTSAE T Ras H ™ Rei A7 K i MSUR

4, AESCH ACL R i H F.

33M AN



8-Port Gigabit Managed PoE Switch

[HCE 2445 ]

i PRRAER A 2 — BRI TLAR 9 f5H) 18 £, BB N M 3 ARV 4%

PR # ACL AR )-8 ACL #i)-- 5 H
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2 4 6 g 10
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4.4.4 802.1x

1E SRS P R “H/Z4>802.1x” , A LA B 802.1x il .

B wpEm | sozaz
L il
. #EE802.1x: | Disable E
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r REEH GUESTVLAN: [ (1-4094)
SAaEEmrvLAN: [ (1-4094)
3]
ML Ny
[ S5 ]
s v
2 [P
VI L VI AT N e N
A B Y A E S ORI, UETE R fE 60~72008 2 Ji]

AR EA 5 KK PR F AL R KU, BUEVEEE 1~10 Z 1]
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2, MAB AiIET7 A Multi-MAB, MAB AGEE I 256 70, guest vian 24 1, AIERIX Vian
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HEWMOB{TRE:
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TREH TR P B IR B T
ki Mo B Bl TR
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E=REE
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[HCE 2445 ]
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2) WHEC 2D mstp fUE, EFCBIERSEY], wEMREY (ER ELRmD,
FEBCEA AR, AW Rl CEENATRCE” T EE P O E D

STPHiE 2

SipVersion: mstp
SysStpStatus: enable
BridgeMaxsge: 15
BridgeHelloTime: 2
BridgeForwardDelay: 10
WaxHops: 20
TxHeldCount: &

instance [0]

LocalBridge: 32768 - D4:68:BA:05:11:DF
TimeSinceTopologyChange: 0d:0h:3m:8s
TopologyChanges: 1

DesignatedRoot: 32768 - D4:65:BA:08:11:0F

RostCost: 0
RootPort: 0

CistRegionRoot: 32768 - D
CistPathCost: 0

instance [4]

8:BA09:11:DF

LocalBridge: £192 - D4:68:84:08:11:DF
TimeSinceTopelogyChange: 0d:0h:1m:38s

TopelogyChanges: 0
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STP# O & E [ Gi0/4]

13i0/2]

PortadminPertFast: disable

PoriOperPeriFast: disable
PortdminiutoEdge: enable
PortOpentutoEdee: disable
PortdminLinkType: auto
PortOperLinkType: peint-to-point
PorBPDUGuard: disable
PorBPDUFter: disable
PortTCGuard: disable

instance(0]

PortState: di

PortPriority: 128
PortDesignatedRoot: 32768 - d4:88:ba:09:11:47
PortDesignatedCost: 0

PortDesignatedBridge: 32788 - d4:88:0a:08:11:0f
PortDesignatedPortPriority: 128
PortDesignatedPort:

PortadminPaihCost aute

PortOperPathCost: 5000000
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Chapter 1 Product Introduction

Congratulations on your purchasing of the POE Web Smart Ethernet Switch. Before you
install and use this product, please read this manual carefully for full exploiting the
functions of this product.

1.1 Product Overview

The 8-port + 2SFP 10/100/1000Mbps PoE Web Smart Ethernet Switch provides the
seamless network connection. It integrates 10/100/1000Mbps Ethernet network
capabilities. These PoE ports can automatically detect and supply power with those IEEE
802.3at compliant Powered Devices (PDs). In this situation, the electrical power is
transmitted along with data in one single cable allowing you to expand your network where
there are no power lines or outlets, where you wish to fix devices such as APs, IP
Cameras or IP Phones, etc.

The Web Smart Ethernet Switch, and can be configured by web based interface. Including
administrator, port management, VLAN setting, each port statistics, trunking setting, QoS
setting, security filter, configuration/ backup/recovery, log out, and so on.

1.2 Features

» Complies with IEEE802.3i,IEEE802.3u,IEEE802.3ab,|[EEE802.3x,|IEEE802.3z,
IEEE8B02.1q ,IEEE802.1p standards.

» 8 x10/100/1000Mbps Auto-Negotiation RJ45 ports supporting Auto-MDI/MDIX.

»  Supports PoE power up to 30W for each PoE port.

»  Supports All power up to 140W.

»  Support the Console port management.

» Supports PoE IEEE802.3at compliant PDs.

» Supports IEEE802.3x flow control for Full-duplex Mode and backpressure for
Half-duplex Mode.

» 8K entry MAC address table of the Switch with auto-learning and auto-aging.

» Supports WEB management interface.

» LED indicators for monitoring power, link, activity and speed.

» Internal power adapter supply.

1.3 External Component Description

1.3.1 Front Panel

The front panel of the Switch consists of 8 x 10/100/1000Mbps RJ-45 ports, 1x Console
port,2 x SFP ports,1 x Reset button and a series of LED indicators as shown as below.
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> SUNDRAY

SW-5010

Figure 1 - Front Panel

10/100/1000Mbps RJ-45 ports (1~8):
Designed to connect to the device with a bandwidth of 10Mbps, 100Mbps or 1000Mbps.
Each has a corresponding 10/100/1000Mbps LED.

Console port (Console):
Designed to connect with the serial port of a computer or terminal for monitoring and
configuring the Switch.

SFP ports (SFP1, SFP2):
Designed to install the SFP module and connect to the device with a bandwidth of
1000Mbps. Each has a corresponding 1000Mbps LED.

Reset button (Reset):

Keep the device powered on and push a paper clip into the hole.

Press down the button for 2 seconds to reboot the Switch, Press down the button for 5
seconds to restore the Switch to its original factory default settings.

LED indicators:
The LED Indicators will allow you to monitor, diagnose and troubleshoot any potential
problem with the Switch, connection or attached devices.

Link/Act

POE

Link/Act

POE

Figure 2 - LED Indicators

The following chart shows the LED indicators of the Switch along with explanation of each
indicator.
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On Power On
PWR Green
Off Power Off
10/100M: On A device is connected to the port
Link/Act/ Orange
g Off A device is disconnected to the port
(1-8) 1000M:
Green Flashing Sending or receiving data

A Powered Device is connected to the port,
which supply power successfully.

No PD is connected to the corresponding
PoE Yellow Off port, or no power is supplied according to
the power limits of the port.

The PoE power circuit may be in short or

On

Flashin
g the power current may be overloaded.
_ On A device is connected to the port
Link/Act/ =
Green Off A device is disconnected to the port
SFP(9S-10S) : : —
Flashing Sending or receiving data

1.3.2 Rear Panel

The rear panel of the Switch contains AC power connector and one marker shown as
below.

Figure 3 - Rear Panel

AC Power Connector:
Power is supplied through an external AC power adapter. It supports AC 100~240V,
50/60Hz.

Grounding Terminal:
Located on the right side of the power supply connector, use wire grounded to prevent
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electric shock.

Fan heat-sink :

The fan heat sink is located on the midst of the switch. It is used for fan ventilation. Please
do not block.

1.4 Package Contents

Before installing the Switch, make sure that the following the "packing list" listed OK. If any
part is lost and damaged, please contact your local agent immediately. In addition, make
sure that you have the tools install switches and cables by your hands.

>

YV V V

One PoE Web Smart Ethernet Switch.

Four rubber feet, two mounting ears and eights screws.
One AC power cord.

One User Manual.
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Chapter 2 Installing and Connecting the Switch

This part describes how to install your POE Ethernet Switch and make connections to it.
Please read the following topics and perform the procedures in the order being presented.

2.1 Installation

Please follow the following instructions in avoid of incorrect installation causing device
damage and security threat.

» Put the Switch on stable place or desktop in case of falling damage.

» Make sure the Switch works in the proper AC input range and matches the voltage
labeled on the Switch.

» To keep the Switch free from lightning, do not open the Switch’s shell even in power
failure.

» Make sure that there is proper heat dissipation from and adequate ventilation around
the Switch.

» Make sure the cabinet to enough back up the weight of the Switch and its
accessories.

2.1.1 Desktop Installation

Sometimes users are not equipped with the 19-inch standard cabinet. So when installing
the Switch on a desktop, please attach these cushioning rubber feet provided on the
bottom at each corner of the Switch in case of the external vibration. Allow adequate
space for ventilation between the device and the objects around it.

2.1.2 Rack-mountable Installation in 19-inch Cabinet

The Switch can be mounted in an EIA standard-sized, 19-inch rack, which can be placed
in a wiring closet with other equipment. To install the Switch, please follow these steps:

a. attach the mounting brackets on the Switch’s side panels (one on each side) and
secure them with the screws provided.

Figure 4 - Bracket Installation
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b. use the screws provided with the equipment rack to mount the Switch on the rack and
tighten it.

Figure 5 - Rack Installation

2.1.3 Power on the Switch

The Switch is powered on by the AC 100-240V 50/60Hz internal high-performance power
supply. Please follow the next tips to connect:

AC Electrical Qutlet:

It is recommended to use single-phase three-wire receptacle with neutral outlet or
multifunctional computer professional receptacle. Please make sure to connect the metal
ground connector to the grounding source on the outlet.

AC Power Cord Connection:

Connect the AC power connector in the back panel of the Switch to external receptacle
with the included power cord, and check the power indicator is ON or not. When it is ON, it
indicates the power connection is OK.

2.2 Connect Computer (NIC) to the Switch

Please insert the NIC into the computer,after installing network card driver,please connect
one end of the twisted pair to RJ-45 jack of your computer, the other end will be connected
to any RJ-45 port of the Switch,the distance between Switch and computer is around 100
meters.Once the connection is OK and the devices are power on normallythe
LINK/ACT/Speed status indicator lights corresponding ports of the Switch.

2.3 Switch connection to the PD

1-8 ports of the Switch have PoE power supply function, the maximum output power up to
30W each port, it can make PD devices,such as internet phone,network camera,wireless
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access point work.You only need to connect the Switch PoE port directly connected to the
PD port by network cable.
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Chapter 3 How to Login the Switch

3.1 Switch to End Node

Use standard Cat.5/5e Ethernet cable (UTP/STP) to connect the Switch to end nodes as
described below. Switch ports will automatically adjust to the characteristics (MDI/MDI-X,
speed, duplex) of the device to which is connected.

Figure 6 - PC Connect

Please refer to the LED Indicators. The LINK/ACT/Speed LEDs for each port lights on
when the link is available.

3.2 How to Login the Switch

As the Switch provides Web-based management login, you can configure your computer’s
IP address manually to log on to the Switch. The default settings of the Switch are shown
below.

Parameter Default Value
Default IP address 192.168.0.1
Default user name admin

Default password admin

You can log on to the configuration window of the Switch through following steps:

1. Connect the Switch with the computer NIC interface.

2. Power on the Switch.

3. Check whether the IP address of the computer is within this network segment:
192.168.0.xxx (“xxx” ranges 2~254), for example, 192.168.0.100.

4. Open the browser, and enter http://192.168.0.1_and then press “Enter”. The Switch
login window appears, as shown below.
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=

< > WO v [192.168.0.1/index.htm

Figure 7- Login Windows

5. Switching language to english .Enter the Username and Password (The factory default
Username is admin and Password is admin), and then click “login” to log in to the Switch
configuration window as below.

@ SUNDRAY 8-Port Gigabit Managed PoE Switch with 2 SEP Slots

Please input user name and password!

User Name: admin

Password: eeese

Language: English v

Loem

="
= fome Device Type:  SW-5010 Software Version: D161115 Uptime: 11 min
® quicky set Serial Number. G1GB0US007211 Hardware Version: 1.00
» PORT
> VLAN
» FaultSafety
» PoE
> TP
» DHCP RELAY
» DHCPserver
» TACACS+
> RADIUS
> AR
» QoS
» Addr Table oo plytooor @ POE il Unconneet [ Closed
> SHUP
» LACP Port Information Device Configuration Port Statistics
b SYSTEM Keyword Input port musber or port descriptiol [ Refresh
Porta. Description | Input Flow(Bps) Output Flow(Bps) Port status Port Connection vLAN Trunk Port
Gion 0.00K 0.00K oN % Disconnected 1 No
Gior 000K 000K oN % pisconnected 1 No
Gion 0.00K 0.00K oN . Connedted 1 No
Gion 000K 0.00K oN % pisconnected 1 No
6i 05 000K 000K oN % pisconnected 1 No
6i 0B 000K 0.00K on % pisconnected 1 No
Gion 000K 000K oN % pisconnected 1 No
Gios 000K 0.00K on % pisconnected 1 No
Gion 000K 000K oN % pisconnected 1 No
Gi0M0 0.00K 0.00K oN % Disconnected 1 No
First Back[1] Nex Lasti  /1Page
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Chapter 4 Switch Configuration

The Web Smart Ethernet Switch Managed switch software provides rich layer two
functionality for switches in your networks. This chapter describes how to use Web-based
management interface (Web Ul) to this Switch configure managed switch software
features.In the Web UlI, the left column shows the configuration menu. You can find the
information for switch system, software version on the top of the page. The middle shows
the Switch’s current link status. Green squares indicate the port link is up, while black
squares indicate the port link is down. Below the switch panel, you can find a common
toolbar to provide useful functions for users. The rest of the screen area displays the
configuration settings.

B tome ) ) .
Device Type:  SW-5010 Software Version: D161116 Uptime: 11 min
B quicuy set Serial Number: G1GB0US007211 Hardware Version: 1.00

* PORT

» VLAN

» Fault/Safety

» PoE

» STP

» DHCP RELAY 1.2 3 4 5 6 7 8 Console OF 10F

pu— A 1 5 o o R

» TACACS+

» RADIUS

> AAA

> QOS

» Addr Table oo giytooor  @MEDE il Unconneet SN Closed

» SNMP

» LACP Port Information Device Configuration Port Statistics

> SYSTEM Keyword Input port nusber or port descriptio] | Search [ Refresh
Porta Description Input Flow(Bps) Output Flow(Bps) Port Status Port Connection VLAN Trunk Port
Gion 0.00K 0.00K ON x Disconnected 1 Mo
GioR 0.00K 0.00K oN % Disconnected 1 No
Gi o3 0.00K 0.00K ON , Connecled 1 Mo
G 0.00K 0.00K oN % Disconnected 1 No
Gi 0/5 0.00K 0.00K ON x Disconnected 1 No
Gi 0B 0.00K 0.00K oN % Disconnected 1 No
Gi 07 0.00K 0.00K ON x Disconnected 1 No
GioB 0.00K 0.00K oN % Disconnected 1 No
Gi 0/8 0.00K 0.00K ON x Disconnected 1 No
Gi oMo 0.00K 0.00K ON X Disconnected 1 No

First Back[1] Next Last1 i1Page

4.1 Quickly set

Select “Quickly Set” in the navigation bar, you can create a VLAN, add the port in the
VLAN, set the basic information and modify the Switch login password. the following
picture:
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%i,',_HU—mL,,_, ‘ VLAN setting ] ‘ Other settings
CE_PL‘“EEE},) I VLAN Settings

»
R = VLANID VLAH Hame VLAN IP Port Edit / Delete

* Fault/Safety 1 VLAN0OO1 192.168.0.1/24 1-10 z

> PoE © HewVLAN @ Delete VLAN First Back[1] Next Lest'  |/1Page
» TP

» DHCP RELAY
» DHCPserver =]

I Trunk Settings

Port Hame Description Allowed Vlan Edit/ Delete

b TACACS+ @ New Trunk Port @ Delete Trunk Port
» RADIUS

P AAA

» QoS

» Addr Table

» SNMP

» LACP

» SYSTEM

[ Parameter Description]

Parameter Description

VLAN ID VLAN number, 8GE default VLAN 1
VLAN name VLAN mark

Manage IP Manage the IP address of the VLAN
device name Switch name

Manage VLAN Switches management in use of the VLAN

[ Instructions]
Native VLAN: as a Trunk, this port must belong to a Native VLAN. The so-called Native
VLAN, refers to UNTAG send/receive a message on the interface, is considered belongs
to the VLAN. Obviously, the interface of the default VLAN ID (PVID) in the IEEE 802.1 Q
VLAN ID is the Native VLAN. At the same time, send belong to Native VLAN frame on the
Trunk, must adopt UNTAG way.
Allowed VLAN list: a Trunk can transport the equipment support by default all the VLAN
traffic (1-4094). But also can by setting the permission VLAN Trunk at the mouth of the list
to limit the flow of some VLAN can't through the Trunk.

[ Configuration example ]
1) VLAN setting: Such as create VLAN 2, Sets the port 8 to Trunk, Native VLAN 2.

» VLAN

» Fault'Safety | New VLAN

* PoE ';_7 7_/:‘ e VLAN ID(1~4084);

> &P VLAN Hame({1-31); TLAF0002

* DHCP RELAY Select the ports to modify the

» DHCPserver VLAH:

» TACACS+ 1 7 9

» RADIUS arg e SR i |

s SEErE

» aos L _

5 ferEe §_20stional G Fixed port S Selected [1] Aggregation §..] Trunk

» SHMP Tip : Click and drag cursar over ports to select multiple ports  Select all Selectal others Cancel

» LACP

» SYSTEM o 3
=
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) SUNDRAY - - i \ o

& one [ VLAN setting H Other settings 1
& quickly set

VLAN Settings
* PORT

> VLAN

» FaultiSafety

* PoE

» STP

» DHCP RELAY

» DHCPserver Trunk Settings

* TAcACS Port Hame

VLAN ID VLAN Hame VLAN IP Port Edit/ Delete

Edit Trunk port s
" RADIUS & Tiowr ek Foip @ Delete Trunk Part

— I Ey - 0s o configure:
» aos \

» Addr Table
» SNMP

» LACP

» SYSTEM

13 5 7 g
g g e ] |
DOL@n
2z 4 §\g/ 10

71 Optional 50 Fixed port i Selected §17 Aggregation §.] Trunk

Tip ¢ Click and drag cursor over ports o select mutiple ports  Selectall Select allothers Caneel
Native VLAN(1-4084):| 2 o
Allowing VLAN(such as 3-6,8,10):| = e

4 In »

2) Click “next step” button, into other settings, such as manage ip address set as
192.168.2.11, device name set as switch-123, default gateway with the dns server
setas 172.16.1.241.

[ VLAN setting ” Other settings |

I Basic System Information

Management

VLAN: - Device Name: Switch-123
Default
: 152
IManagement IP: Gatawway]
Subnet Mask: 0 DNS Server: 172

|’|75Eﬂ| Set Management VLAN ‘
3) Use 192.168.2.11 to log in, set a new password for 1234.

I Change Administrator Password

Password type:| Encrypted passw «
Old Password{ @ 088 @
Hew Password; @ 0@ @

Comfirm New Password: 8 90 @

4.2 PORT

Selecting “PORT” in the navigation bar, you may conduct Basic Config, Port
Aggregation, Port Mirroring, Port Limit , Storm Control , Port Isolation and Port
Information.

* PORT
* Basic Config
*  Port Aggregation
*  Port Mirroring
*  Port Limit
*  Storm Control
*  Port Izolation

*  Port Information
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4.2.1 Basic config

Selecting “PORT>Basic Config” in the navigation bar, you can configure Port describtion,
Port speed, Port status, Working mode, Flow control, Cross line order configuration, the
following picture:

=) 5 z
= Home Basic settings

& Quickly Set

PPORT
* BasicConfig _ L
— T e e

* Port Aggregation

+ Port Wiroring

+ Port Limt {3 Optional G Fixed port §8 Selected 11 Aggregation §2.] Trunk

Tip : Click an

¢ Storm Control
*  Port Isolation
Status: Enabled -

* Port Information - Duplex Mode: Duplex -

> VLAN
* Fault/Safety Save

- Cable Type Detection: Auto -

[ Parameter Description]

Parameter Description

Port Select the current configuration port number
Port status Choose whether to close link port

Flow control Whether open flow control

Can choose the following kinds:
Auto

Port speed 10 M

100 M

1000 M

Can choose the following kinds:
Auto

Duplex

Half duplex

Working mode

Port described The port is described

Can choose the following kinds:
Auto

MDI

MDIX

Cable Type Detection

[ Instructions ]
Open to traffic control will be auto negotiation closed, auto-negotiation is to set the port
speed and working mode; the port rate set more than the actual rate of port, port will drop.
[ Configuration example]
For example: Setting the Port speed as ‘“10M’, Working mode as ‘Duplex’, Flow control as
‘On’, Cable Type Detection and Port status as ‘Auto’.
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B Home Basic settings
B Quicky set
» PORT
Cem | [ R B A

+ PortAggregation i
2 4

* Port Wirroring 5 8 10

S Bt T optional TR Fixed port i Selected [11 Aggregation [od Trunk
Tip: Click and drag cursor over ports to select multiple ports  Selectall Selectall others Cancel

*  Storm Control

+ Porisolaton Port Description{0-80 characters): Status: [Enabled =
* PortInformation Port Speeft: | 101 [~] Duplex Mode: [Duplex  [<]
. fowConefi[on 3] Cablo Typo Dotection (s [3]

» Fault/Safety

4.2.2 Port Aggregation

In the navigation bar to select “PORT>Port Aggregation”. In order to expand the port
bandwidth or achieve the bandwidth of the redundancy backup, the following picture:

B vome Port Aggregation
W Quickly Set
Aggregate Group Number(1-8):
> PORT Please select the port to join the Aggregate Group:
* Basic Config
o | [LEE LS
*  Port Mirroring E B B B |}
* PortLimit 2 4 8 8 10
. Storm Gontrol [ Toptional T3 Fixed port i Selected [11 Aggregation [.{ Trunk
+ PortIsolation Tips Click and drag cursor over ports to select muliiple ports  Selectall Selectall others Cancel
* PortInformation

> VLAN I Port Aggregation List

» Fault/Safe

N &l Agagragation Group Number Group Members Edit/ Delete
PoE

» sTp First Back[1] Next Las{l 11Page

[ Parameter Description]

Parameter Description

Aggregation port 8GE Switch can be set up 8 link trunk group, group_1 to group_8

For each of the members of the group and add your own port,

Member port
P and with members of other groups

[ Instructions]
Open the port of the ARP check function, the port of the important device ARP, the port of
the VLAN MAC function, and the monitor port in the port image can not be added.

[ Configuration example ]
Such as: set the port as ’7, 8', for aggregation port 1, lets this aggregation port 1
connected to other switch aggregation port 1 to build switch links .
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oo Gl - G G e

Home Port Aggregation
L

L Quickly Set
Aggregate Group Number(1-8)z: { L |
» PORT

* Basic Config

5 7
* Port Aggregation ﬁ é ﬁ EI%I

Please select the port to join the Agiregale Group:

*  PortMiraring LIS LI
* Port Limit 2 4 0 W
*  Storm Contral T doptional T B pasregatien [ Trune

dport JES

* portlsolation Tip: Clickand dra Over po multiple ports  Selectall Selectall others Cancel
* Porinformation \G/EVE}
b VLAN I Port Aggregation List
» Fault/Safety
Aggregation Group Number Group Members Edit / Delete
» PoE
» STP [ud} 1 i1Page

* DHCP RELAY

4.2.3 Port Mirroring

In the navigation bar to select “PORT>Port Mirroring”, Open port mirror feature, All the
packets on the source port are copied and forwarded to the destination port, destination
port is usually connected to a packet analyzer to analyze the source port, multiple ports
can be mirrored to a destination port, the following picture:

Home Port Mirrering
B Quicky Set
Mirror Group Number (1-4):
» PORT

* Basic Config

*  PortAggregation é é é é I%l
4 '7 Ponl‘.’hnorintg:: b isisisd
2

Please choose the source port:(Selecting multiple source ports can affect the device perfarmance

+ PortLimit 4 8 8 10
+ Storm Contral T3 Optional G Fixed port JE Selected §17 Aggregation §27 Trunk
* Portlsolation Tip: Click and drag cursor over p e ports  Selectall Selectall others Cancel
+ Portinformation Please choose the destination port:(Can only choose ane port
» VLAN 13 5 7T g
> FomSHE Doong
s o CoOoO
2 4 6 8 W
. 3 optona 0 Fieed st 9l (1] Aregaion g Tk
ptional ixed po Selected 117 Aggregation runk
» DHCP RELAY
» DHCPserver Save
b TACACS+ I Port Mirror List
* RADIUS
Mirror Group Source Port Destination Port Edit/Delete
b AAA
b QOS

[ Parameter Description]

Parameter Description

Source port To monitor the port in and out of flow

Set destination port, All packets on the source port are copied and

Destination port o
P forwarded to the destination port

Mirror group Range: 1-4

[Instructions]
The port of the aggregating port can not be used as a destination port and the source port,
destination port and source port can not be the same.

[ Configuration example]
Such as: set a mirror group for port 3 regulatory port 4,5,6 on and out flow conditions.
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B Home
B Cuickly Set
» PORT

* Basic Config

* Port Aggregation

*  Port Mirroring

*  PortLimit

*  Storm Control

* Portlsolation

VLAN
Fault/Safety
PoE

MSTP

DHCP RELAY
Qos

Addr Table
SNMP
SYSTEM

vy v v VY VY Vv Vv ww

Peort Mirroring

Mirror group number(1-4) : *

Please choose the source port:(Allow multiple pors to select, Too much of the source port may affect the device performance)

sl 1 Talm
L i

4 5 38 10

Please choose the destination port:(Can only choose one port)

EOptmnal BN-JI optional ESE\ECIEU m.aggregali-3\1 ETrunk Eﬂip source enable port Tips * dra

o select multiple par

glect-all Anti-select Cancel

al-¥ Talm
L

4 5 38 10

ﬂOptmnal EN'JI optional ESE\EC[EU m.aggregali-3\1 ETrunk Eip source enable port
Save edit Refresh
I Port mirror list

Wirror group source port

4.2.4 Port Limit

destination port

In the navigation bar to select “PORT>Port Limit ”. Limiting the speed of output and input
rate of the ports, the following picture:

B ome

B Quickly Set
» PORT

* Basic Config

Port Aggregation

Fart Mirroring

<)

_Port Limit _

Storm Control

* Portlsolation

Port Information

Fort Speed Limit

alatatale
D0

2 4 85 8 10

7 Joptional §iJ Fixed port T S

Tipz Click and d

cted Aggregation [ Trunk

ports Selectall Selectall others Cancel

ag curso ports to select multiple

Input Speed Limit(multiple of 16): * 0,16-1,000,000kb/s

Output Speed Limit(multiple of 16): * 0,16-1,000,000kb/s

» VLAN Save
» Fault/Safety I Port Speed Limit list
> PoE
S & Ports Input Speed Limit OQutput Spees Limit Edit
» DHCP RELAY 1 1000MbJs 1000Mb/s z
» DHCPserver 2 1000MJs 1000Mbls 2z
» TACACS+
- E 10005 1000MD/s z
» ARA 4 1000M3/s 1000MD/s z
» QOS -
5 1000Mbls 1000MD/s
» Addr Table j
s @ [ 1000Mbls 1000MD/s z
» LACP 7 1000MbJ5 1000Mb/s z
>
SYSTEM s TS 1000Mbls z
g 1000MbJs 1000Mb/s z
10 1000153 1000MD/s z
0] 1 I1Page
[ Parameter Description]
Parameter Description

Input speed limit

Set port input speed

Output speed limit

Set port output speed

[ Instructions]

1 Mbit/s = 1000 Kbit/s = 1000 / 8 KB/s = 125 KB/s. That is, the theoretical rate of 1M
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bandwidth is 125 KB/s.
[ Configuration example]
Such as: the port 5 input rate is set to 6400 KB/s, the output rate is set to 3200 KB/s.

8 Home Port Speed Limit
B ouicky sat
1.3 5 7 g
? Ry e Re((=) el |
* BasicGonfig ) U g
*  PortAggregation 2 4 65 83 1
+ PortHirroring §20ptional 557 Fixed port § Selected 117 Aggregation T Trunk
¢ PortLimit ) Tip: Click and drag cursor over [ elect multiple ports  Selectall Selectall others Cancsl
" Storm Contral Input Speed Limit(multiple of 16}; 6400 0,16-1,000,000K/s
+ Portlsolation Output Speed Limit(multiple of 16]: 3200 0,16-1,000,000K0/s
* Portinformation (save )
» VLAN I Port Speed Limit list
* Fault/Safe
g Ports Input Speed Limit Output Spees Limit Edit
» PoE
» STP 1 1000Mbis 1000Mbis Z
» DHCP RELAY 2 1000Mbls 1000Mbls 2
» DHCPserver
3 1000Mbis 1000Mbis 2
» TACACS+ 4
» RADIUS 4 1000Mbis 1000Mbis 2
* AAA 5 5.41bls 3.21bls 2
» QOS -

4.2.5 Storm control

In the navigation bar to select “PORT>Storm Control”, to port storm control config, the
following ficture:

& Home Broadcast Control
B quickly Set
» PORT
* Basic Config 13 5 19
o PR R |
" rentaareaste D
* Port Mirroring 2 4 6 8 10

+ PortLimit 1 0ptional 55 Fired port S Selectsd §17 Aggregation Tu ] Trunk
- Tip: Click and drag cursor over elect multiy fs  Selectall Selectall others Cancel
rtIsolation Broadcast Limit: * 0-262143(pps)
* Portinformation HMuiticast Limit: * 0-262143(pps Multicast type package: |Unknawn-only  [=]
5 AT Unicast Limit: * 0-262143(pps Unicast type package: | Unknawn-onl [=]
Save

P Fault/Safety

[ Parameter Description]

Parameter Description

Storm suppression value of the broadcast packets

Broadcast
suppression value
Multicast suppression
value
Unicast suppression
value

[ Instructions ]
1 Mbit/s = 1000 Kbit/s = 1000 / 8 KB/s = 125 KB/s. That is, the theoretical rate of 1M
bandwidth is 125 KB/s.

[ Configuration example]
Such as: should be forwarded to the port 1-8 of all kinds of packet forwarding rate is 5000
KBI/s.

Storm suppression value of the multicast packets

Storm suppression value of the unicast packets
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Broadcast Control

"TT T =
Ch

Ecmmnal EFI,@G port isalamed Eﬂ'—ggragatmn E'mmk

Tipz Click and drag cursor over ports to select multiple ports  Selectall Select all others Cancel
Broadcast Limit: 5000 * 0-262143pp/s
Multicast Limit: 5000 * 0-262143ppls Multicast type package: | Unknown-only Iz‘
Unicast Limit: 5000 * 0-262143ppls Unicast type package: |Unknown-anly Iz‘
T
[ Save |
—

4.2.6 Port isolation

In the navigation bar to select “PORT>port isolation”, the following picture:

& Home Port Isclation

B Quicky et
Please select two or more ports to

» PORT configure

* Basic Config 13 5 7 o
* Port Aggregation E B E B ]
* PortMirroring LSS U Ay

2 4 8 § 10

* Port Limit

*+ Storm Control

1" 0ptional [ Fixed port i Selected [17 Agoregation T Trunk

Tip: Click and drag cu ! t multiple ports Selectall Selectall others Cancel

" Portisolation
—— Save
* PortInformation

I Port Isolation List

» VLAN
> FauhjSalety Source Port Isolate Port Delete
» PoE M 1 /1 Page
» STP
[ Parameter Description]
Parameter Description
Source port Choose a port, to configure the isolated port
Isolated port Port will be isolated

[ Instructions])

Open port isolation function, All packets on the source port are not forwarded from the
isolated port, the selected ports are isolated. Ports that have been added to the aggregate
port aren't also capable of being a destination port and source port, destination port and

source port cannot be the same.
[ Configuration example]
Such as: the port 3, 4, 5, and 6 ports isolated.

B Home Port Isolation

B Quicky Set
Please select two or more ports to

» PORT configure:
*  BasicConfig 157 3
* Font Aggregation U]
*  Port Mirroring C : ; E I:l
24 &lg 10
*  PortLimit
1 Optional §ad Fixed port §f Selected §17Aggregation .3 Trunk
*  Storm Control o
Tip: Clickan ag Cursor over ports to se multiple ports  Selectall Selectall others Cancel
* Portisolation o
{ sawe )

*  Portinformation
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I Portisolation list

Source port Isolate port Operation
3 456 x
4 356 x
s 345 X
B 345 *®
(1 1 { 1page

4.2.7 Port information

In the navigation bar to select “PORT>Port information”, the following picture:

8 Home Port information
B ouicky sat
Keyword Input port mumber or port descriptio | Search Refresh
» PORT -
. Port Description Input Flow(Eps) Output Flow(Eps) Port Status (I TS VLAN Trunk Port

Basic Config

% Disconnecte
g

Gi o 0.00K 0.00K on 1 No
* PortMirroring
Gioz 23200 0.0 on Connected 1 Mo
*  PortLimit
* Disconnecte
+ Storm Cantral Gi 03 000K 000K on i 1 Mo
- Portisolatio * Disconnects
Fomlsoiaton i/ 0.00K 0.00K oN v e 1 No
% Portinformation * o0 “ .
—_— - . ?* Disconnects )
> v Gi0is 000K 000K on ; 1 N
» * Disconnecte
P Gi 06 0.00K 0.00K on o Diseonneds 1 Mo
» PoE
» sTP o7 529 09K 27139 on Connactad 1 Mo
» * Disce
DHCP RELAY O AT DETT o Disconnecte . =
» DHCPserver - d
Disconnecte
» TACACS+ Gioe 0.00K 0.00K oN o Disconneds 1 No
» RADIUS %
B "> Disconnecte
> o GioMo 000K 000K on ; 1 N
»
S )] ! {1Page
» Addr Table

[ Parameter Description]

Parameter Description

Input Flow Port input flow statistics

Port output flow statistics

Output Flow
[ Instructions]
Show port input and output streams information port connection status, belongs to

VLAN.

[ Configuration example]
Enter port number 1 for the query.

Port information

Keyword! ) (@garzﬁ) Refresh

Port Connection

Port Description Input Flow(Bps) Output Flow(Bps) Port Status VLAN Trunk Port
% Disconnect

Gl 0M0 0.00K 000K on » Hisconnede 1 No

d

% Disconnect

Gion 0.00K 000K on o BB 1 No

d

)l ! /1Page

4.3 VLAN

In the navigation bar to select “VLAN”. You can manage the VLAN config, Trunk Settings
and Hybrid Settings, the following picture:
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| VLAN setting | | Trunk-port setting | | Hybrid-port setting
I VLAN list
& VLAN ID VLAN name
1 WLANMOOOA

&3 New VLAN @ delete selected VLAN

4.3.1 VLAN config

In the navigation bar to select “VLAN config”, Vlans can be created and set the port to the

VLAN (port default state for the access mode), the following picture:

B ome

|f VLAN Seninggi H Trunk Port Settings H Hybrid Port Settings ‘
B Quickly Set I AT
»
il ) VLAN ID VLAN Name VLANIP
P VLAN
(% Vian Config) 1 /LANDDO 192.168.0.1/24
Y Fﬂu];,g;ety @ NewVLAN @ Delete VLAN

» PoE
> STP

[ Parameter Description]

Port Edit / Delete

1-10 z

1 11Page

Parameter Description

VLAN ID VLAN number, 8GE default VLAN 1
VLAN name VLAN mark

VLAN IP address Manage switch ip address

[ Instructions])

Management VLAN, the default VLAN cannot be deleted. Add ports as access port, port

access mode can only be a member of the VLAN.
[ Configuration example]

Such as: connecting the same switches, pcl, pc2 couldn't ping each other, because one

of the PC connection port belongs to a VLAN 2.
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VLAN setting || Trunk-port setting || Hybrid-port setting

New VLAN

VLAN ID{1~4004): *
VLAN name {1-32 character):

© Choose to join the VLAN port:

1 3 5
IR
RN~

2 4 6

-4
sl] e

GI'D“

[ "1 Optional ENntnptmnal R Selected [1]Aggregation §.11

o e B i

4.3.2 Trunk-port setting

In the navigation bar to select “VLAN config>Trunk-port setting”, can set port as Trunk
Port, the following picture:

‘ VLAN Settings ‘ ‘ (Trunk Port Settings > | ‘ Hybrid Port Settings |
I Trunk port list
=] Port Port description Mative VLAN Allowing VLAN Operation

& New Trunk port @ Delete selected Trunk port 1 L /1 Page

[ Parameter Description]

Parameter Description
Native VLAN Only set one
Allowing vlan Can set up multiple

[ Instructions]
Native VLAN: As a Trunk, the port will belong to a Native VLAN. The so-called Native
VLAN, is refers to UNTAG send or receive a message on the interface, is considered
belongs to the VLAN. Obviously, the interface of the default VLAN ID (PVID) in the IEEE
802.1Q VLAN ID is the Native VLAN. At the same time, send belong to Native VLAN
frame on the Trunk, must adopt UNTAG way.
Allowed VLAN list: A Trunk can transport the equipment support by default all the VLAN
traffic (1-4094). But, also can by setting the permission VLAN Trunk at the mouth of the
list to limit the flow of some VLAN can't through the Trunk.

[ Configuration example]
Such as:PVID=VLAN2
PC1:192.168.2.122, port 8, access VLAN2
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PC2:192.168.2.123, port 7, Trunk allowed VLAN 1-2
PC3:192.168.2.124, port 6, access VLANL (The default port belongs to VLAN1)
Can let the PC2 PING PC1, cannot PING PC3

I VLAN IDs
] VLANID VLAN Name VLANIP Port Edit / Delete
1 VLANGOOA 192.158.0.1/24 17,810 2z
0 2 VLANODD2 g z %X
© NewVLAN © Delete VLAN M 1 11Page
VLAN Settings ‘ | Trunk Port Settings || Hybrid Port Settings

\ New Trunk port
kLol e

Lt R
FEPE

m

Ecmmna\ EF\xed port Esalamed Eaggragamn ETrunk

Tip:z C ris  Selectall Selectall others Cancel

Native Vian (1-4094) 2

Allowing VLAN(such as 3
5810) 1-2 3
4 m 13

4.3.3 Hybrid-port setting

In the navigation bar to select “VLAN config>Hybrid-port setting”, Can set the port to
take the tag and without the tag, the following picture:

‘ VLAN Settings || Trunk Port Settings || 'ﬁ;ft?ri;l Port S;rr;qg_{ _'|:

I Hybrid Port List
|} Port Port Hame Hative VLAN Added VLAN TAG Removed VLAN TAG Edit / Delete

@ New Hybrid Port @ Delete Selected Hybrid Port ] 1 /1 Page

[Instructions]
Hybrid port to packet:
Receives a packet, judge whether there is a VLAN information: if there is no play in port
PVID, exchanged and forwarding, if have, whether the Hybrid port allows the VLAN data
into: if can be forwarded, or discarded (untag on port configuration is not considered,
untag configuration only work when to send it a message).
Hybrid port to send packet:
1. Determine the VLAN in this port attributes (disp interface can see the port to which

VLAN untag, which VLAN tag).

2. Ifitis untag stripping VLAN information, send again, if the tag is sent directly.

[ Configuration example]
Such as: create VLAN 10, VLAN 20, set port 1 Native VLAN as 10, tagged VLAN as 10,
20, sets the Native VLAN port 2 as 20, tagged VLAN as 10, 20.
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I VLAN IDs
] VLANID VLAN Name VLANIP Port Edit/ Delete
1 VLANDOOT 192.168.0.1/24 1-10 7
] 10 VLANDO1D > %
=} 20 VLAND020 2 R
VLAN Settings ‘ ‘ Trunk Port Settings || Hybrid Port Settings
)]
" [Nawsnnieos
13 5 T 39 A
el
Lsrriiiigl
2 4 8 g 10
Eommna\ ﬂFixad part Esn\nmaﬁ E#ggregamn ETrunk
Tipz Click and drag cursor over ports ect multiple ports  Selectall Selectall others Cancel L
Native Vlan{1-4094): 10
VLAHTAG (3-5810): 1
Go to VLAN's TAG (such as 3-
5,8,10): 10,20 3
Rl 1 »
| VLAN Settings || Trunk Port Settings ‘ ‘ Hybrid Port Settings

I Hybrid Port List

= Port Port Name Hative VLAN Added VLAN TAG Removed VLAN TAG Edit/ Delete
& 1 10 1 10,20 7 X
B 2 20 1 10,20 z X
&) New Hybrid Port @ Delete Selected Hybrid Port 11 1 11 Page

This system e0/1 and the receive system e0/2 PC can be exchanged, but when each data
taken from a VLAN is different.

Data from the pcl, by inter0/1 pvid VLAN10 encapsulation VLAN10 labeled into switches,
switch found system e0/2 allows 10 data through the VLAN, so the data is forwarded to
the system e0/2, because the system e0/2 VLAN is untagged 10, then switches at this
time to remove packet VLAN1O0 tag, in the form of ordinary package sent to pc2, pcl - > p2
is VLAN10 walking at this time.

Again to analyze pc2 gave pcl package process, data from the pc2, by inter0/2 pvid
VLAN20 encapsulation VLAN20 labeled into switch, switch found system e0/1 allows
VLAN by 20 data, so the data is forwarded to the system e0/1, because the system e0/1
on the VLAN is untagged 20, then switches remove packets on VLAN20 tag at this time, in
the form of ordinary package sent to pcl, pc2 at this time - > pcl is VLAN 20 .

4.4 Fault/Safety

In the navigation bar to select “Fault/Safety”, you can set anti attack, channle detection,
ACL and 802.1x configuration.
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» Fault/Safety
*  Anti Attack

* Channel Detection
* ACL

* B8021x

4.4.1 Anti Attack

4.41.1 DHCP

In the navigation bar to select “Fault/Safety>Anti Attack>DHCP”, Open the DHCP
anti-attack function, intercepting counterfeit DHCP server and address depletion attack
packets ban kangaroo DHCP server, the following picture:

B Home [ oHer || pos || IPsourceGuard || IPMacPort |
B cuicky Set I Protection Suite

» PORT ~@EEETD)  Aows userto configure custom DHCP trusted ports

» VLAN

» Fault/Safety

(* AntiAttack )
+ Channel Detection
* ACL
+802.1x

* PoE

» STP

» DHCP RELAY

» DHCPserver

» TACACS+

[Instructions]
DHCP trusted port configuration, select the port as a trusted port. Prohibit DHCP for
address, select the port and save, you can disable this feature for the port.
Open DHCP attack prevention function, need to set the DHCP protective vlan
simultaneously, other functions to take effect.

[ Configuration example]
Such as:
1. DHCP snooping open.

| DHCP H DOS || IP Source Guard || IP/Mac/Port

I Protection Suite
7 Allows user to configure custom DHCP trusted ports
2. Setting DHCP snooping vlan.

IDHCPconﬂguralion U

DHCP Trusted Port DHCP Restricted Ports MAC Verification Option82 Binding Table Other Configuration

Dhep Snooping Vianz (1 )
:\»Savg,}

3. Set the connection router 8 ports for trust, then 6 port is set to the prohibit.
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DHCP Trusted Port DHCP Restricted Ports MAC Verification Option82 Binding Table Other Configuration

DHCP trusted ports:

9
(|
[

=] [~

3 5
e
LSS

4 8
Optional -leed port iSelec‘ted E.Aggregatlun ETrunk

Tips Click and drag cursor over ports to select multiple ports

10

D~Ca-

DHCP Trusted Port DHCP Restricted Ports MAC Verification Option82 Binding Table Other Configuration

DHCP Restricted Ports:

Eomlonal .leed port iSelected mAggregatlon ETrunk

Tip: Click and drag cursor over ports to select multiple ports

4. Verify source mac FO:DE:F1:12:98:D2,set server ip address to 192.168.2.1.

DHCP Trusted Port DHCP Restricted Ports MAC Verification Option82 Binding Table Other Configuration

MAC Verification Enablez
MAC Address: | FODE:F1:12:98:02  °

(D)

DHCP Trusted Port DHCP Restricted Ports MAC Verification Option82 Binding Table ‘Other Configuration

Dhcp Snooping Vianz

Server |P Address: "
Save

5. Set option82 information.

DHCP Trusted Port DHCP Restricted Ports MAC Verification Option82 Binding Table Other Configuration

Option82 Enablez /7] "

Client Option32 Enable:

Circuit Control Remote Agent IP Address

Circuit Name: | 123

VLANID:

(Sae)

DHCP Trusted Port DHCP Restricted Ports MAC Verification @@ Binding Table Other Configuration

Option82 Enable: /\

Client Option82 Enable:

Circuit Control Remote Agent IP Address

Remote Hame: |wety

VLANID: |1 *

e

25 mConfiguration



8-Port Gigabit Managed PoE Switch

DHCP Trusted Port DHCP Restricted Ports MAC Verification ¢ "-V-El;JliUniE_Z-r-' ¥ Binding Table Other Configuration

Optiong2 Enable: N

| |
Client Option82 Enable:z 4

Circuit Control Remote Agent IP Address

IP Addressz  192.166.0.3

VLANIDz 1

(| Save )
=ave)

6. The port 7 for binding.

DHCP Trusted Port DHCP Restricted Ports MAC Verification Option82 Binding Table Other Configuration

MAC Address: |FO:DE:F1:12:98:03
VLANID: |1
Port Humber: |7 Iz‘

G
4.41.2 DOS
In the navigation bar to select “Fault/Safety>Anti Attack>DOS”, Open the anti DOS
attack function, intercept Land attack packets, illegal TCP packets, to ensure that the
device or the server providing normal service to legitimate users. The following picture:

8 Home | oHee |[(Dos)|[ P sourceGuard || iPmMaciPort |
B Quickly Set I DoS Attack Protection
» PORT : N
» VLAN —
» Fault/Safety

7 AntiAttack

* Channel Detection
* ACL
* 802.1x

» PoE
b STP

[Instructions]
Open the anti DOS attack function, intercept Land attack packets, illegal TCP packets, to
ensure that the device or server to provide normal service to legitimate users.

[ Configuration example]
Such as:Open the Anti DOS attack function

| DHCP H DOS || IP Source Guard H IPIMac/Port |

I DoS Attack Protection

4.4.1.3 IP source Guard

In the navigation bar to select “Fault/Safety>Anti Attack>lp Source Guard”, Through the
source port security is enabled, on port forwarding the packet filter control, prevent illegal
message through the port, thereby limiting the illegal use of network resources, improve
the safety of the port, the following picture:

B Home | DHCP H pos H< ]:Fi:s?urce Gu?r:d:: :jH IP/Mac/Port |
B quicky set I IP source protection port enable conn;ram{r:
D e Please select a source port:
* VLAN
| EENCE
Anti Attack ) oo o0
- LC;E\'\;E’;DE!ECUDIT 2 4 8 8 10
* ACL ¥ Optional §id Fixed port i Selected 117 Aggregation [..¢Trunk [ETIP Source Enable Port
» 802.1x Tip: Click and drag cursor over ports to select multiple ports
» PoE Save

L oeTn
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[ Instructions]

Add the port that is currently being used as a IP source protection enable port, the port will
not be able to use.

[ Configuration example]
Such as: to open source IP protection enabled port first, then to binding.

‘ DHCP H DOS H IP Source Guard || IP/Mac/Port ‘

IP source protection port enable configuration

Please select a source port:

ol )atals
LIt Sedist]

4 85 g 10

EOpIianal EFixed port E Selected m'—.ggregalian ETrunk EIP Source Enable Port
Tipz Click and drag cursor over ports to select multiple ports

=
(Save )

DHCP H Dos || IP Source Guard || IP/MaciPort

VLANID: |1
Source IP Address:| 192 185.0.30

Source MAC Address | 00:01:18:09:35:37

e
BISte o]

2 4 8 & 10

D Optional Elee-} port ESE\ECIE-: Eﬂ.‘-ggregatmﬂ ETrunk IF Source Enable Port

4.4.1.4 IP/Mac/Port
In the navigation bar to select “Fault/Safety>Anti Attack>IP/Mac/Port”, Automatically

detect the mapping relationship of the ports based IP address, MAC address, and then
acheive the function of a key binding, the following picture:

B ome

| pHer || Dos || IPSourceGuard || (TPiMaciPort) |
B Quicky Set I Test List R
» PORT Binding Enable [
» VLAN
= MAC Address IP Address Port Number
» Fault/Safety
¢ AntiAttack m L 11Page

Channel Detection Scanning | | Binding

* ACL

* 8021x
» PoE I Application List
> STP -
[ Instructions]

A bond must be bounded before the binding to enable the switch to open, And if you want

to access shall be binding and switch the IP address of the same network segment.
[ Configuration example]

Such as: the binding to make first can open, must be a key bindings port 7.
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| DHCP H DOS || IP Source Guard || IP/Mac/Port
ITelelsl
Binding Enahle’:_ p!

B MAC Address IP Address Port Number

[1 1 /1 Page

(:S:Eanninﬁ) Binding

‘ DHCP || DOS || IF Source Guard H IP/MaciPort
ITestLisl
Blndngnab\e

F MAC Address IP Address Port Number
FO:1B:6C:5C:C9:72 192.168.55.100 7
= 00:E0:52:08:B2:32 192.168.0.64 4
(@) 00:E0:53:08:82:32 192.168.1.100 4
= 34:02:98:00:0D:56 192.168.1.7 7
M1 1 /1Page
Scanning ./El/mdlng .\::
I Application List
= MAC Address IP Address Port Number
1] 00:E0:53:08:B2:32 192.168.1.100 4
@ Delete 1] 1 11 Page

Can check the delete option.

4.4.2 Channel detection

4.4.2.1 Ping

In the navigation bar to select “Fault/Safety>Channel Detection>Ping ”. Use ping
function to test internet connect and host whether to arrive. The following picture :

B ome

| ’ Plng‘” Tracert H Cable Test ‘
B Quicky set —

Destination IP Address:
» PORT

P VLAN
» Fault/Safety

Timeout in Seconds (1-10): 2
Ping Count (1-100): 5

* Anti Attack Start

“* Channel Detection ) | Result
—_—

* 8021

» PoE

» STP

» DHCP RELAY
» DHCPserver

[ Parameter Description]

Parameter Description

Destination IP address | Fill in the IP address of the need to detect
Timeout period Range of 1 to 10

Repeat number Testing number

[ Instructions ]

Use ping function to test internet connect and host whether to arrive.
[ Configuration example]

Such as: PING connect the IP address of the PC.
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Ping H Tracert || Cable Test

Destination IP Address; 192.188.0. 1
Timeout in Seconds (1-10)] 2

Ping Count (1-100)] 5

(“stant |
Result

PING 192.168.0.1 (192.168.0.1): 56 data bytes -
G4 pytes from 192.188.0.1: icmp_seg=0 =84 time=0.0 ms
s from 192.168.0.1: icmp_seq="11tl=64 time=0.0 ms

s from 192.168.0.1: icmp_seq=2 =64 time=0.0 ms
s from 192.168.0.1: icmp_seq=3 =64 time=0.0 ms
bytes from 192.168.0.1: icmp_seq=4 ttl=64 time=0.0 ms

m

—192.168.0.1 ping statistics —
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms P

4.4.2.2 Tracert
In the navigation bar to select “Fault/Safety>Channel Detection>Tracert ”, Tracert
detection can detect to the destination through the. Following picture :

| Ping || (Tracert)) || Cable Test |
Destination IP Address:
Timeout in milliseconds (1-10): 2

Start

Result

[ Parameter Description]

Parameter Description
Destination IP address | Fill in the IP address of the need to detect
Timeout in milliseconds | Range of 1 to 10

[ Instruction]
the function is used to detect more is up to and reach the destination path. If a destination
unreachable, diagnose problems.

[ Configuration example]
Such as: PING connect the IP address of the PC.

| Ping || Tracert H Cable Test |

Destination IP Address: | 192 188.0.1

Timeout in milliseconds (1-10):| 2

( start )

Result

traceroute to 192.168.0.1 (192.168.0.1}, 30 hops max, 40 byte packets
1 192.168.0.1 (192.188.0.1) 20ms Oms 10ms

4.4.2.3 Cable Test
In the navigation bar to select “Fault/Safety>Channel Detection>Cable Test”, Can
detect connection device status, the following picture:
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| Ping H Tracert || (:C:.a:tile'_l':e%fc:j:

Please select port to configure:

slalale
ofute

4 6 8

Ecptmna\ EFixed port isalamed Eﬂéggregatmn ETmm:

Start

[ Configuration example]

‘ Ping || Tracert || Cable Test ‘

Please select port to configure:

slatals!
S (S LS
EO[,LH\.JnaI EF\XE-} port ESEIEC{E-} m‘—.ggregalmn QTrum:
£
I Result
Port
4
4.4.3 ACL

Status
Mormal

1 1 [1Page

In the navigation bar to select “Fault/Safety>ACL”, ACL rules can be applied to the port

and set the effective time.

B Home [ Tmetasie |[ acL |[ appiyact

B ouickly Set Timetable Hame:

» PORT Day selection: [ Monday [ Tuesday [0 wednesday [ Thursday [ Fridgay [ Saturday [ Sunday

» VLAN Time Interval:

» Fault/Safety Save

*  Anti Attack
Time Name
*  Channel Detection
L e
O acL et

* B8021x
» PoE
» STP

[ Instruction]

Wonday Tuesday Wednesday Thursday Friday

Time Interval Edit/ Delete

08:00-18:00 > X

0] 1 11Page

The ACL rules are sequenced, row in front of the match will be priority rule. If there are a
lot of policy entries, the operation time will be relatively long.

Basic principles:

1. According to the order of execution, as long as there is a satisfaction, searching will

be terminated.

2. Implied rejection, if both do not match, then must match the final implied denial of

entry, CISCO's default.

3. Any only under the condition of the minimum permissions to the user can satisfy their

demand.

4. Don't forget to apply the ACL to the port.

[ Configuration example]

such as: Test effective time for Monday to Friday every day from 9 to 18, set the port 1-8

can not access the network.
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steps: building ACL time - building ACL rules - is applied to the port.

|' Timetable || ACL H Apply ACL |

Timetable Hame:
Day Selectlon:l-.h:nday Tuesday v

test

Jednesday Thurs-:‘a,' Fmday &= Saturday Dsunday

Time \nlerva\:F oo |IE:DU || o
Timetable H ACL H Apply ACL ‘
s N
AL =L/
\ The new ACL access rule
ACL Number: | 100 [=] - Protocol Type: |TCP [=]
Permission: | Permit [+] ACL Name: [test [+]
Any src IP Address: D
Any source port: i
Any dstIP Address: i
Any dst Port: i
———
Priority - Permission Index Protocol Source IP / Mask SLITES Destination IP | Mask e = Status Delete
number Port Port Hame
1 100 permit 10 top anylany any anylany any test inactive X
[1 1 I1Page
‘ Timetable H ACL H Apply ACL
1 = 7 g
e R
EESLIL
—at—7-F— 3 10

Eﬂcplmnal iFixed port ;Se\eded E.ﬁggregaliun ETrunk

g cursor over

Tipz Clickand d

ACL Numberi 100

Filtering Direction:

4.4.4 802.1x

In the navigation bar to select

s Selectall Selectall others Cancel

“Fault/Safety>802.1x”, you can set the 802.1x information about the certification, The

following picture:

‘
= Home I 802.1x config
Lo

% Quickly Set
Enable 802.1x: | Disable
Re-auth enable:
Re-auth cycles: 3600
Use Pae group address:

» PORT

b VLAN

» Fault/Safety
v

Anti Attack Maximum number of auth

retransmission: |2

Channel Detection
Auth fail vian attempts: |3

[=]

[=]
1

(60-7200)s

Apply
Select a port:
1 3 5 7 g
» DHCP RELAY R i
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[ Parameter Description]
Parameter Description

Re-auth cycles Set the Re-auth cycles to time

Maximum number of | Select the authentication value of the Maximum number
auth retransmission of retransmissions
Auth fail vlan attempts | Number of attempts failed authentication VLAN
[Instruction]
802.1x is based on client / server access control and authentication protocol. It can restrict
unauthorized user or device connection to port access LAN/WLAN.
[ Configuration example]
Suchas:Enable 802.1x, revalidation and using Pae group addresses, set the validation ti
meback to 3600 S, Auth the maximum number of retransmissions is 2, failed
authentication VLAN number for 3 times.

I 802.1x config

Enable 802.1x:| Enable E‘

Re-auth enable: | ¥

Re-auth cycles: | 3600 (60-7200)s
Use Pae group address:| ¥/

Maximum number of auth
retransmission: | 2

[=]
[=]

Auth fail vian attempts: | 2

(CApply)
Suchas:Set port 1 of the control methods for automatic and port authentication method is
based on MAC address, maximum users for 2, MBA validation for multiple authentication,
MBA verification time 256s, Guest VLAN is 1, VLAN that failed validation is 2.

Select a port:

1.3 5 7
arfaya] s
SISt tnim

4 5 8 10

v Joptional 550 Fixed port R Selected §17 Aggregation 5. Trunk

Tipz C

ports  Selectall Selectall others Cancel

Port control method:| Auto [=]

Port auth method:|| ac Base [=]
Max user:| 2 (0-355
MAB auth| WMulti-MAB E
MAB auth cycles| 258 (0-§5538)s
GUESTVLAN: | ¥ 1 (1-4094)
Auth failure VLAN: |[¥] 2 (1-4094)
(Apply)
4.5 POE

In the navigation bar to select”POE”, you can set to the POE Config , POE Port Config
and POE Delay Config configuration.

P PoE
* PoE Config
* PoE Port Config

*  PoE Delay Config
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4.5.1 POE Config

4.5.1.1 Management

In the navigation bar to select”’POE>POE Config>Management”, you can set POE
configuration and status information, As follows.

8 Home ‘ (Management™, H Temperature Distribution ‘

B quicky set I POE Status Information
» PORT
» VLAN
» Fault/Safety

» PoE

Working Status: Online Alarm Power: 126.0W
Rated Total Power: 140.0W Voltage Level: 547V

Power Output: 0.0

':'fﬂf Cﬂji:u:- I POE Alarm Configuration
* PoE Port Config P
Alarm Notification: [ P qzsw
* PoE Delay Config P—
Alarm Hotification:(@ Enable) © Disale
> sTP S—
» DHCP RELAY (save )
» DHCPserver
» TACACS+
» RADIUS
> ARA
» QOS
» Addr Table
» SNMP
» LACP
P SYSTEM

[ parameter description]

parameter description

Alarm power Configuration alarm threshold
Reserved power Configuration reserved power
Alarm notification Configure alert notification status
[instruction]

The actual application needs to control the system in the power change and the power of
the port on whether to send a trap notification.

Receiving Trap notification required to open the Snmp, and set the trap target host.

[ Configuration example]
Such as: For example: the alarm notification is set to 120W.

| Management H Temperature Distribution |

I POE Status Information

Working Status: Online Alarm Power: 126 0W
Rated Total Power: 140 0W Voltage Level: 54 7V

Power Output: 0.0W

I POE Alarm Configuration

Alarm Notification: I 1 120W

Alarm Hotification: .’é:_Eya:la F Disg_::lé'.

( Save )
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4.5.1.2 Temperature distribution

In the navigation bar to select”’POE>POE Config>Temperature distribution”, POE chip
can be set the temperature alarm threshold, As follows.

Management Temperature Distribution
I Temperature Config

I Chip Temperature List
Chip Number Current Temperature Alarm Threshold Edit
1 55C 1moe

first page prev page [1] next page last page: 11 page

[ parameter description]

parameter description
Alarm threshold Configuration temperature alarm threshold, range 70-149
[instruction]

Receiving Trap notification required to open the Snmp, and set the trap target host.

[ Configuration example]
Such as:The 1 chip alarm threshold is set to 90°C.

Management Temperature Distribution

I Temperature Config

Temperature Alarm 90°C
([ save Jhold:
I Chip Temperature List

Chip Number Current Temperature Alarm Threshold T Edit

1 55T S0

first page prev pags [1] next page last paget 11 page

4.5.2 POE Port Config

In the navigation bar to select “POE>POE Port Config”, you can be set to port POE, As
follows.

& Home I POE Port List
& quicky et Port Output Status Status Power Level | CurrentLevel — Power MAX PD Type POE Mode Priority D;‘;‘:::m Edit
» PORT
1 Disabled Disabled - - 320 - Enabled Low ATBAF 2
» vLAN s
b FaultSafety 2 Disabled Disabled - - 320 - Enabled Low ATBAF 2
b PokE 3 Disabled Disabled - - 320 - Enabled Low ATBAF 7
* PoE Config -
— 4 Disabled Disabled - - 320 - Enabled Low ATBAF 2
_* PoE Port Config _ =
o FeEmEE @ Disabled Disabled - - 320 - Enabled Low ATBAF z
» STP 6 Disabled Disabled - - 320 - Enabled Low ATBAF 2
» DHCP RELAY 7 Disabled Disabled - - 320 - Enabled Low ATBAF 2
» DHCPserver R
3 Disabled Disabled - - 32w - Enabled Low ATRAF
» TACACS+ - &
» RADIUS @ Multi-Port Edit First Back[1] Next Lasti i1 Pag
b AAA
F QOS
» Addr Table
* SNMP
» LACP
» SYSTEM
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[ parameter description]

parameter description
Power MAX Select the maximum power of the configured port
POE mode Enable state of the selected configuration
Configure port priority, when the load exceeds the maximum
Priority power POE, low priority port equipment will be dropped
Mode Detection Power supply mode for configuration port detection

[instruction]
Receiving Trap notification required to open the Snmp, and set the trap target host.

[ Configuration example]
Such as:The 8 port can be opened, the maximum power of 23 W, the detection mode is

AF, the priority is high.

POE Port Configuration

Port ID:| 3
POE Mode:| Enabled -
Port Priority:| High -
Detection Mode:| AF -

Maximum Power (W): 2:

o

Selected Ports

Try

I O O ()
2 4 8§ \g/
Eﬂ()pnnnal EF\,@G port isalamed m:.ggragannn Q'mml: \ =
Tin * Click and dran curenr nuar narts tn selarct mulfinle node  Salartall Salact all nthare  Cancal -
m

4 [ 3

4.5.3 POE Delay Config

In the navigation bar to select “POE>POE Delay Config”, you can be set to port POE, As
follows.
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B yome
B Quiciy Set
» PORT
» VLAN
» Fault/Safety
» PoE
* PoE Config
* PoE Port Config

& PoE Delay Config >

PoE Restart/Delay

13 5 7
R )
BR5Y

"1 optional 55 Fixed port 5 Selected [0 Aggregation 7.7 Trunk

Tip : Click and dra

Current System Time: 2016-12-20 15:54:53, Tuesday
Restart Weeks Selection: [ Monday [l Tuesday [0l Wednesday [l Thursday [ Friday [ Saturday [C] Sunday

» STP
» DHCP RELAY Restart Time:
» DHCPserver Port Delay Time: Seconds(0-3600) *
» TACACS+ Save
» RADIUS
S o6 I PoE Delay List
» QOS Ports Port Restart Time Port Delay Time Operation
» Addr Table 1 0 0s Z
» SHMP
S oEE 2 0 0s 2
P SYSTEM 3 0 0z Zz
4 0 0s z
0 0s 4
6 0 0s j
7 0 0s 2
8 0 0s z
First Back[1] Mext Lastt 11Page
[ parameter description]
parameter description
Port Restart Time Set port restart limit time

Port Delay

Time

Set the delay time for port POE power supply

[instruction]
Receiving Trap notification required to open the Snmp, and set the trap target host.

[ Configuration example]
Such as:Set port 1 port reset time is 15:56:59 in Every day, port delay time of 20 seconds.

PoE Restart/Delay

1. 3 5 7
)7
ST

T Joptional B0 Fixed port TR Selected [17 Agaregation Tud Trunk

Tip : Click and drag curso

Current System Time: 2016-12-20 15:56:56, Tuesday

Restart Weeks Selection;

Restart Time; 15:56:59

Port Delay Time; 20

I PoE Delay List

Ports

CImenday ClTuesday Clwednesday T Thursday [ Frigay [ saturday

Seconds(0-3600) *

D sunday

Port Restart Time

2un,Mon,Tues, Wed,ThurFri,Sat 15:56.59

0

0

20s

0s

0s

Os

0s

Os

0s

0s

Port Delay Time

Operation

74

NN EKEKEER

First Back[1] Mext Last /1 Page
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4.6 STP

In the navigation bar to select "STP”, you can set to the MSTP Region and STP Bridge
configuration.

P STP
* MSTP Region

* 35TF Bridge

4.6.1 MSTP Region

In the navigation bar to select "STP>MSTP Region”. Can modify the domain and domain
name, add instance is mapped to a VLAN. The following picture.

B pome I MSTP Configuration
B cuicily set Region Name: D465EA0911IF * (110 32 characters)
» PORT Revision Level: 0 * (010 65535 default 0)
» VLAN Save
» Fault/Safety
» PoE I Instance Mapping
»sTP Instance ID: |1 [=]
_MSTP Region > VLANID: * Forexample: 1357-10
7 SFETELE Save Delste
» DHCP RELAY
» DHCPserver I e
P TACACS+ Instance ID Mapping VLAN Edit
» RADIUS 0 1-4094 @
» AAA : "
> @IE 1l 1 1Pag
[ Parameter Description]
Parameter Description
Region name Configure the region name
Revision level Parameter configuration revision level
Instance ID Select configuration instance 1D
VLAN ID Mapping of the VLAN configuration instance

[Instruction]
An instance can only be mapped to one VLAN, instance and VLAN is a one-to-one
relationship.

[ Configuration example]
Such as: change the region to DEADBEEF0102, region name as 123, instance 4 is
mapped to a VLAN 2, in the first need to create a VLAN 2.

I MSTP Configuration

Region Name: | DEADBEEFO10Z *| (1to 32 characters

Revision Level: | 123 *| (010 65535 default 0)

|
{_Save )

I Instance Mapping

Instance 1Dz | |4 E‘

VLANID: | 2 * Forexample: 13,57-10

(Vfaiagg) Delete
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4.6.2 STP Bridge

In the navigation bar to select "STP>STP Bridge”. Can be related to bridge, port
configuration, the following picture:

o . % Exit nguage
- e 4 -
B ome | st srigge config
B Quicky Set
Instance Priority:
» PORT
Instance Dz Priority = 32768

» VLAN
» Fault/Safety Enable: ON @ OFF Mode: STP © RSTP @ HSTP
» PoE Hello Time: 2 = (1-108) MAX Age: 10 (6-40s)
> STP Forward Delay: 10 * (4308 WAX Hops: 10 (140

* WSTP Region

e Save | Show Bridge Info

-_STPBridge
» DHCP RELAY I STP port config
» DHCPserver

Instance: 0 [+] Priority = 128 * (0-240,5tep 16
P TACACS+
> ETIS Port Fast: ON @ OFF Path Cost: uto * (auto or 1-200000000
5 aan AutoEdge: @ ON OFF Point to Point: oN OFF @ Auto
» QOS BPDU Guard: ON @ OFF Compatible: ON @ OFF
» Addr Table BPDU Filter: oN @ OFF Root Guard: Root @ None
> SNMP TC Guard: ON @ OFF TC Ignore:: ON @ OFF
» LACP T : s 7
> SYSTEM g
RS-
2 4 6 8 1

"1 Optional 58 Fixed port L Selected 517 Aggregation Tud Trunk

Save Show Current Port

[ Parameter Description]

Parameter Description

inst-priority Whether open instance priority setting
Instance ID Select the created instance id is configured
enable Whether to open the STP bridge function

Bridge priority

Priority setting bridge example, the default
instance bridge priority for 32768

mode The model is divided into: the STP, RSTP, MSTP
Hello-time Switches sends bpdus in packet interval

Ports are not yet received a message in the time,
Max-age

will initiate topology changes

Forward-delay

The state of the port switch time

Port-priority

Set port instance priority, defaults to 128, you must
enter multiple of 16, the range of 0-240

Path-cost Configure port costs

Port-fast Select configuration state
Auto-ege Select configuration state
Point-to-point Select configuration state
Bpdu guard Select configuration state
Bpdu filter Select configuration state
compatible Select configuration state
Root guard Select configuration state
TC guard Select configuration state
TC filter Select configuration state
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[Instruction]
(1) (hello_time+1) X 2<=max_age<=(f_delay-1) X 2, enable the switch to set instance
priority.
(2) Enable STP or switch mode would spend 2 times of the forward delay time.
[ Configuration example]
Such as:
1) Open the STP, configuration has to create an instance of the priority, configuration
time Parameters, set the pattern to MSTP.

I STP port config

Instance: 1 B Priorityz 125 * (0-240,step 18}
Port Fast: L - VC_N _“?' OFF Path Cost: auto * {auto or 1-200000000)
AutoEdge: | © ON @ OFF Pointte Point: © oM © OFF @ Aute
BPDU Guard: | © ON @ OFF Compatible: @ on © OFF
BPDUFilter: | @ oN  © OFF RootGuard: @ Root © None
TC Guard: @ on © oFF TC lgnore: @ on  © OFF
13 5 71 g
R R
™ F A
2 4 8 s 10

EOptmnal EFL@G port ESelemed mﬁ.ggragamn ETrum:

Save Show Current Port

STP Port Information [ Gi/d ]

1G] A

I
PortAdminPortFast: disable

PortAdminLinkType: aute
PortOperLinkType: point-ta-point
PortBPDUGuard: disable
PortBPDUFiter: enable
PortTCGuard: enable

m

instance[0]
Vianhap: 2-4094
PortState: fi arding
PortPriority: 128
PortDesignatedRoot: 32788
PortDesignatedCost: 0
PortDesignatedBridge: 32768 - 4268
- . PortDesignatedPortPriority:
T sl || PortDesignatedPort: 0
S S PortadminPathCost: auto -
PortOperPathCost: 20000

2) Set MSTP has launched port configuration, select the created instance, set priority
(port configuration is not online, on-line configuration will only take effect, can click on
the "view the current configuration" button to view the configured completed).

4.7 DHCP RELAY

In the navigation bar to select "DHCP RELAY”, you can set to the DHCP relay and
option82.

* DHCP RELAY
*  Dhcp Relay

*  optiong2

4.7.1 DHCP Relay
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In the navigation bar to select "/DHCP Relay”, Open the DHCP relay function, set up and
view the relay server IP address and its status. The following picture.

= ome

I DHCP Relay Enable

B qQuickly Set
PORT
VLAN
Fault/Safety
PoE
STP
DHCP RELAY
< DncoRelay

vy v v vy v w

+ optiong2
DHCPserver
TACACS+
RADIUS
ARA

Qos

Addr Table
SNMP
LACP
SYSTEM

vy vy v v vy vovw v w

DHCP Relay Enable:
DHCP Option Trust Field Enable: [V

[ Parameter Description]

Parameter Description

IP address DHCP server address

status Invalid and vaild
[Instruction]

If the function of relay agent is turned on, Then the received DHCP broadcast message
will be sent to the server in the form of unicast. DHCP server and IP switches in the same
network will take effect.

[ Configuration example]

Such as: setting DHCP server ip for 192.168.0.22.

I DHCP Relay Enable

DHCP Relay Enablef [¥] )
DHCP Option Trust Field Enable: [V

I DHCP Relay Config

DHCP Server(P: 192 168 0.22

(_Sa\-'e‘:i
Number IP Address Status Edit
1 0.0.0.0 invalid x

M1 /1Page

4.7.2 Option82

In the navigation bar to select "DHCP relay>option82”, can set to option82 circuit control,
proxy remote, ip address. The following picture:

3 Home I Optiona2 Config

B Quickly et Proxy Remote IP Address

» PORT

» VLAN Circuit Control:

» Fault/Safety VLANID:

» PoE Save

» STP

» DHCP RELAY Number Circuit Name Circuit 1D VLAN ID Edit/ Delete
Sl m ' ipage

( 77_'77_upliun82 0

» DHCPserver

[ Parameter Description]

Configuration m40



8-Port Gigabit Managed PoE Switch

Parameter Description

VLAN id the DHCP request message in the VLAN, value range is 1 ~
4094

Circuit control Circuit ID to populate the user custom content, scope of
string length is 3 ~ 63

Proxy remote Configuration ASCII remote id string value, the length of the
range of 1 ~ 63

IP address Decimal IP address

[ Instruction]
Switch relay to the DHCP server will bring the option82 information, ID VLAN need to be
configured as DHCP packets go VLAN party can bring option82 information.

[ Configuration example]

Such as: add circuit control, proxy remote, ip address information.

Circuit Control Proxy Remote IP Address

Circuit Controly 123

VLANIDz\ T/
(Save )
Humber Circuit Name Circuit ID VLANID Edit / Delete
m ! 11 Page
I Option82 Config
Circuit Control Proxy Remote IP Address
Proxy Remolg./'s';ara{ ~
i \
VLANID:\ 1 /
\___ __/
([ save
Number Proxy Remote Name Proxy Remote ID VLAN ID Edit / Delete
m ! 1 Page
Circuit Control Proxy Remote 1P Address
IP Address| 192. 168.0.35 ‘
VLAHID: | 1
&
Humber IP Address VLAN ID Edit / Delete
1 ;
[1 /1 Page

4.8 DHCP Server

In the navigation bar to select "'DHCP Server”, Here you can configure the DHCP server.
The following picture:
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B Home | Enable Config H Pool Config H Option Config ‘ ‘ Bind Cenfig H Gateway Config H DNS$ Config
B quicky Set I DHCP Enable
* PORT .
» vLAN ——

» FaultSafety

» PoE

» STP

» DHCP RELAY
» DHCPserver

¢ ‘.V-Dhcann-I\.g_",:
» TACACS
* RADIUS

P AAA

» QOs

» Addr Table
P SNMP

» LACP

b SYSTEM

4.8.1 Enable Config

In the navigation bar to select 'DHCP Server>Enable Config”,Here you can enable or
disable the DHCP server.

B Home | Enable Config H Pool Config H Optien Config H Bind Config H Gateway Config H DNS Config |
B uicky Set

I DHCP Enable
PORT —
VLAN
Fault/Safety
PoE
STP
DHCP RELAY
DHCPserver
< Dhcpconfig )

vy v vy v ow v v

TACACS+
RADIUS
AAA

Qos

Addr Table
SNMP
LACP
SYSTEM

[Instructions]
Enable or disable the DHCP server, you can configure the DHCP server.When you start
the DHCP server turn off DHCP-relay.

[ Configuration example]
Such as:Open the DHCP Server.

vy v v wv v owvoww

| Enable Config || Pool Config || Option Config H Bind Config || Gateway Config H DNS Config

I DHCP Enable

4.8.2 Pool Config

In the navigation bar to select "'DHCP Server>Pool Config”,You can configure the IP
address pool of information.
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Enable Config H :::F.'r.:ol Cunfié'z } H Option Config || Bind Config H Gateway Config || DNS Config |
FOD\’IB - (1-65535)
Domain
Hetwork IP
Network Mask
Start 1P
End IP
Lease Time Days Hours Minutes
Set Up
I Pool Table
E Pool ID Domain Network IP Hetwork Mask Lease Time Start IP End IP Delete
i ' i1Page

[ Parameter Description]

Parameter Description
Pool ID Setting address pool ID number range between 1~65535
Network IP Setting the subnet IP address, subnet IP and Start IP need

to be in the same network segment
Setting the net-mask

Network Mask

Start IP Setting the starting IP address of the subnet
End IP Setting the ending IP address of the subnet
Lease Time Setting the length of the lease time

[Instruction]
Configuring the address pool feature to DHCP server, including subnet addresses, subnet
masks, and lease time.

[ Configuration example]

Such as: add Pool ID, Domain, Network IP, Network Mask, Start IP, End IP, Lease Time.

| Enable Config H Pool Config H Option Cenfig || Bind Config H Gateway Config H DNS Config ‘
Pool ID| 1 (1-85525)
Domain| Fublic
HNetwork IP| 192 188. 1. &

Hetwork Mask|

255,255, 255.0

Start IP| 192. 188, 1. 100
End IP| 132 163 1_200
Lease Time| 1 Days 23 Hours 59 Minutes
(setup)
I Pool Table
0 Pool ID Domain Network IP Network Mask Lease Time StartIp End IP Delete
O 1 Public 192.168.1.0 255.255.255.0 172740zecs 192.168.1.100 192.168.1.200 ) 4
m ! /1Page

4.8.3 Option Config

In the navigation bar to select "DHCP Server>Option Config”,You can Configure a
Option parameters to DHCP Server.
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Enable Config || Pool Config H _'_'Q:F:ion Conflg H Bind Config || Gateway Config H DNS Config ‘
Pool ID 1 -
Code * (1-255)
Code Value Type hex -
Code Value
Set Up
I Option List
|} Pool ID Code Code Value Delete
L)} ! i1Page
[ Parameter Description]
Parameter Description
Pool ID Select the address you want to configure the pool ID
Code Select the value of code
Code value Type Can choose the following kinds:
HEX
ASCII
IP
Code value According choose code value type the setting code value

[ Instruction]
Setting the Option parameter to the IP address pool.

[ Configuration example]

Such as:Seting Pool ID is 1, Code is 2, Code value type choose is ip, Code value is
192.168.1.2.

| Enable Config || Pool Config || Option Config H Bind Config || Gateway Config H DNS Config |
PooliD 1 -
Codd 2 *(1-255)

Code Value Typg P -

Code Valug 192, 168.1.2

’15;91 UE:
I Option List
] Pool ID Code Code Value Delete
|} 1 option-2 192.168.1.2 ®
] ! 11Page

4.8.4 Bind Config

In the navigation bar to select "'DHCP Server>Bind Config”,Here you can view or delete
your IP/MAC address binding.

| Enable Config || Pool Config H Option Config || :E'ir[d Ccnfiﬁ_::” Gateway Config || DNS Config |
I Bind List

IP Adress Hardware Type Hardware Adress Expire Time Delete

4.8.5 Gateway Config

In the navigation bar to select "DHCP Server>Gateway Config”,Here you can set IP
address pool the default gateway.
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Enable Gonfig | | Pool Config ‘ ‘ Option Config ‘ ‘ Bind Config ‘ | .;-_t_;:é'fe'v;ay C}:ﬁ:fi'g:::;- ‘ ‘ DNS Config |
PoolID 1 - I
Gateway 1
Gateway 2
Gateway 3
Gateway 4
Gateway 5
Gateway 6
Gateway 7

Gateway &

Set Up

[ Instruction]
According to the selected Pool ID to set the default gateway.
[ Configuration example]
Such as:
According to the selected Pool ID is 1 to set the default gateway is 192.168.1.55.

‘ Enable Config H Pool Config H Option Config || Bind Config H Gateway Config || DNS Config |

Pool ID| 1 -

Gateway 1/192.183.1.55

Gateway 2
Gateway 3
Gateway 4
Gateway 5
Gateway 6
Gateway 7

Gateway 8

CBet Up

I Gateway List

(] Pool ID Gateway Delete
= 1 192.168.1.55 x

[} 11 Page

4.8.6 DNS Config

In the navigation bar to select "DHCP Server>NDS Config”,Here you can set IP address
pool the DNS server.

‘ Enable Config || Pool Config ‘ ‘ Option Config ‘ ‘ Bind Config ‘ ‘ Gateway Config ‘ ‘ DNS Ccn_ﬁg/ |
PoolID 1 -
DNS Server 1
DNS Server 2
DNS Server 3
DNS Server 4
DNS Server 5
DNS Server 6
DNS Server 7

DNS Server 8

Set Up
[Instruction]
According to the selected Pool ID to set the DNS server.

[ Configuration example]
Such as: According to the selected Pool ID is 1 to set the DNS server is 47.54.89.210.
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Enable Config || Pool Config || Option Config H Bind Config || Gateway Config H::’::i_:;NSCunfi‘g‘:’:

Pool ID 1 -

DHS Server1 47.54 83210

DNS Server 2
DNS Server 3
DNS Server 4
DHS Server 5
DNS Server 6
DHS Server7

DHS Server 8
Set Up
I DNS Server List
= Pool ID DNS Server Operation

0 1 47.54.89.210 ) 4

1 /1Page

4.9 TACACS+

In the navigation bar to select "TACACS+”, you can to add, edit or delete TACACS+
Server settings.

B Home TACACS+ Config

B quickly set I Global Config

» PORT Server Timeout: §

P VLAN Server Retry Count: 3

» Fault/Safety . o

» bk Conversation/Connect: © Only @ Hulti
» STP “

» DHCP RELAY Save

» DHCPserver | portcontio

b TACACS+ Server IP:

(* TACACS+Config )

RADIUS

Qos

Authentication Port:
Server Timeout:

Key:

SHNMP
LACP
SYSTEM

»
»

»

» Addr Table Save
' I TACACS+ Server List
»

»

Servial Number Server [P Part Server Timeout Value Delete

m ! 11Page

[Instruction]
Setting parameters for the TACACS + Server.

[ Configuration example]
Such as: Setting the TACACS + server connection timeout is 5, the server retry count is 3.
Connection dialog for most, Key is 2644as, server IP is 192.168.0.88, authentication port
Is 49.
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TACACS+ Config

I Global Config

Server Timeout:(S
Server Retry Count:|3
ConversationiConnect| © Only @ Wulti
Key:|2644sa
o)
I Port Config
ServerIP: | 192, 165.0.83
Authentication Porty 49
Server Timeout; 5
Key] 2644sa
(Save )
I TACACS+ Server List
Servial Number Server IP Port Server Timeout Value Delete
1 192.168.0.88 49 5 x

(W] i1Page

4.10 RADIUS

In the navigation bar to select "RADIUS”,You can to set about radius server.

B rome ‘ Radius General Config H Radius Server Config |
B Quicky et

I RADIUS Global Config Information
PORT

VLAN

Fault/Safety

PoE

STP
DHCP RELAY Dead-criteria Timeout:0

Server Repeat Humber:3
Server Timeout:2
Server Quiet Time:0

Dead-criteria Retry Count:0

DHCPserver Change Config
TACACS+

RADIUS

'E':émus G\obal:c:.;::‘

vy vy v Y vy v v vy

ARA

Qos

Addr Table
SNMP
LACP
SYSTEM

vy v v v v v

4.10.1 Radius General Config

In the navigation bar to select "ZRADIUS> Radius General Config”,You can setting radius
general config.

| Radius General configy || Radius server conig

I RADIUS Global Config Information

Server Repeat Number:2
Server Timeout:2

Server Quiet Time:0
Dead-criteria Retry Count:0
Dead-criteria Timeout:0

Change Config

[Instruction]
Setting parameters for the radius general config.
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[ Configuration example]
Such as: Setting RADIUS server the number of repetitions for 3, server timeout is 2, quiet
time for 5, Dead-criteria the server Retry Count for 3, Dead-criteria Timeout is 2.

‘ Radius General Config H Radius Server Config ‘

RADIUS Global Config

Server Repeat Number; 3 [1-100]

Server Timeout| 2 [1-1000]

Server Quiet Time] S [1-1440]
—— / Dead-criteria Retry Count| 3 [1-100]
i Dead-criteria Timeout] 2 [1-120]

Save Cancel

4.10.2 Radius Server Config

In the navigation bar to select "/RADIUS> Radius Server Config”,You can setting Radius
Server.

| Radius General Config | ‘ ij__lfx‘é&iﬁs_s'ewe'; 666'Fi'§_j;
I Server List S
IP Address Authentication Port Key Active Detection Statistical Information Edit / Delele
& Create A New Server M 1 11Page

[ Instruction]
Setting parameters for the radius server config.

[ Configuration example]
Such as:Setting the Radius server address is 192.168.0.68, authentication port for 1812,
key for RADIUS, test name for the Admin, idle time is 3.

‘ Radius General Config || Radius Server Config |

— Create A New Server

————— \ Server Address:|192. 185.0. 88
Authentication Port: Default
Key: Default

Active Detection: on
Test Name:|test

ldle Time |3

4.11 AAA

In the navigation bar to select "AAA”, you can set to the Enable Config, Region Config,
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Server Config and AAA Authentication.

B AAA
*  Enable Config

* Region Config
*  Server Config

O AAA Authentication

4.11.1 Enable Config

In the navigation bar to select ’AAA>Enable Config”, You can on or off the AAA
model.

B yome I AAA mode enable

B ouickly set
= Status: @ ON _) OFF

» PORT

F VLAN

» Fault/Safety

» PoE

» STP

» DHCP RELAY

» DHCPserver

P TACACS+

» RADIUS

b AMA
-.-._VIE[vabIe CDn_f\g:_i >

Save

* Region Config
*+ ServerConfig
* AAA Authenticatio
» QOSs
» Addr Table
P SNMP
» LACP
» SYSTEM

[Instruction]
Open or close the AAA model.
[ Configuration example]
Such as:Close the AAA model.

I AAA mode enable:
status: © ON (@ OFF )

(Save )

4.11.2 Region Config

In the navigation bar to select "AAA>Region Config”, You can turn on or off the domain
and configure the other parameters.
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B ome I Domain enable canfig

B quicky set
PORT
VLAN
Fault/Safety
PoE
STP

Save

I ISP domain

DHCPserver
TACACS+

RADIUS | 5P domain
AAA

Add

¥y vy v v v vy v w

Status: @ ON OFF

Domain name: (1-30bytes)

Status: block A
DHCP RELAY Verify that the user is carrying the

domain name: Without-domain

list

Domain name

+  Enable Config
" RegionConig_ || 23U
. Se;erc-z;'w;

*  AAA Authenticatio

Qos

Addr Table

SNMP

LACP

SYSTEM

vy v v v v

[ Parameter Description]

Status Whether to carry domain name Binding scheme

active without-domain

1

Operation

Parameter

Description

Domain name

Setting Domain name

Can choose the following kinds:

Status Block
Active
Verify that the user is | Can choose the following kinds:
carrying the domain Without-domain
name With-domain
[ Instruction]

Setting the Option parameter to the IP address pool.

[ Configuration example]

Such as:Seting Domain name is test, Status choose for to active, Verify that the user is
carrying the domain name choose is with-domain.

I Domain enable config

Status:

Save

I ISP domain

@ ON

Domain name:

Status

Verify that the user is carrying the
domain name:;

(e
I ISP domain list
Domain name

default

test (1-20bytes)

active -

with-domain -
Status Whether to carry domain name Binding scheme
active without-domain

[l

4.11.3 Server Config

Operation

x

/1 Page

In the navigation bar to select "AAA>Server Config”, You can configure the server

parameters.
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F:!.. Home I Server-group config

B Quicky set
= Server name: Select server: radius  ~

PORT
VLAN

Fault/Safety
PoE I Current server list

Server IP addr: Authentication port: (0-65535)

Save

STP Server name Agreement Server addr Certification of port Operation
DHCP RELAY
DHCPserver
TACACS+
RADIUS

ARA

* Enable Config

m ! /1Page

¥y v vy vy vy v vy vy

gion Config

(% ServerConfig
RTPp——
Qos
Addr Table
SNMP
LACP
SYSTEM

vy v v v v

[ Parameter Description]

Parameter Description
Server name Setting Server name
Server IP address Setting Server IP address
Can choose the following kinds:
Select server Radius
Tacacs+
[Instruction]

Setting the server parameters.
[ Configuration example]
Such as:Server name is aaa, Server IP address is 192.168.0.66,Server select tacacss+.

I Server-group config

Server name: zaa Select server: tacacs+ ~

Server [P addr; 192, 165.0.66
=g
‘\S_ave_),

4.11.4 AAA Authentication

In the navigation bar to select "AAA>AAA Authentication”, You can configure the AAA
Authentication.Included Longin Authentication, Enable Authentication and Dot 1x
Authentication.

51 mConfiguration



8-Port Gigabit Managed PoE Switch

B home | Login authentication H Enable authentication H Dot1x authentication
1 rx
9 Quickly Set I AAA accounting configuration
» PORT
Choose a domain nene =
» VLAN
» Fault/Safety [C] LOGIN Authentication Project name
» PoE First method: Local
b s Second method:
» DHCP RELAY
Third method:
» DHCPserver
Fouth method:
b TACACS+
>
J I Login Authentication list
project name Method
defautt (local

< RAA Authenticai...
Qos
Addr Table
SNIMP
LACP
SYSTEM

vy v v v «w

4.11.4.1 Login Authentication

Operation

In the navigation bar to select "TAAA>AAA Authentication>Login Authentication”,

You can setting Login Authentication.

‘ Login authentication || Enable authentication H Dot1x authentication

I AAA accounting configuration

Choose a domain none -

LOGIN Authentication Project name defanlt
First method: Local -
Second method: Mone -

Third method: Group RADIUS  ~

Fouth method: Group TACAS+ =

T
&)
I Login Authentication list
project name Method

default (local)

[ Parameter Description]

Operation

Parameter Description

Can choose the following kinds:
Local

None

Group Radius

Group Tacacs+

Custom server group

First method

Can choose the following kinds:
Local

None

Group Radius

Group Tacacs+

Custom server group

Second method

Can choose the following kinds:
Local

None

Group Radius

Third method
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Group Tacacs+
Custom server group

Can choose the following kinds:
Local

None

Group Radius

Group Tacacs+

Custom server group

Fouth method

[Instruction]
Setting the Login Authentication.

[ Configuration example]

Such as:First method choose the local, Second method choose the none, Third method
choose the Group Radius, Fouth method the Group Tacacs+.

| Login authentication || Enable authentication H Dot1x authentication |

I AAA accounting configuration

Choose a domaip nang v

LOGIN Authentication Project name default
First method: Local -
Secaond method: Nane -

Third method: Group RADIUS -

Fouth method: Group TACAS+ -

r S

l\S_ ave/]

I Login Authentication list
project name Method Operation

default (local) X

L)} !1Page

4.11.4.2 Enable Authentication
In the navigation bar to select "TAAA>AAA Authentication>Enable Authentication”,
You can setting Enable Authentication.

| Login authentication || (Enable authentication> || Dotix authentication
I AAA Authentication config
Selecta domain name none ¥

[T Enable Authentication Policy name:
First method: Local
Second method;|
Third method:;

Fourth method;

I Enable Authentication list
Policy name Method Operation

default (local) .4

M1 /1Page

[ Parameter Description]

Parameter Description
) Can choose the following kinds:
First method
Local
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None

Group Radius

Group Tacacs+
Custom server group

Can choose the following kinds:
Local

None

Group Radius

Group Tacacs+

Custom server group

Second method

Can choose the following kinds:
Local

None

Group Radius

Group Tacacs+

Custom server group

Third method

Can choose the following kinds:
Local

None

Group Radius

Group Tacacs+

Custom server group

Fouth method

[ Instruction]
Setting the Login Authentication.
[ Configuration example]

Such as:First method choose the local, Second method choose the none, Third method

choose the Group Radius, Fouth method the Group Tacacs+.

| Login authentication || Enable authentication H Dot1x authentication |

I AAA Authentication config

Select a domain pame nane ¥
J Enable Authentication Paolicy name: default
N First methga: Local -
Second methgd: None -
Third methgd: Group RADIUS  ~

Fourth methgd: Group TACAS+  ~

(Save )

4.11.4.3 Dotlx Authentication

In the navigation bar to select "AAA>AAA Authentication>Dot1lx Authentication”,

You can setting Dotlx Authentication.
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‘ Login authentication || Enable authentication H :j_!:}'éﬁx authenticatidﬁ'::#
I AAA authentication configuration
Domain none -

Dot1x authentication project name:
First method: Local

Second method:
Third method:

Fouth method:

I dot1x authentication list

Project name Method Operation

1 /1 Page

[ Parameter Description]

Parameter Description

Can choose the following kinds:
Local

None

Group Radius

Group Tacacs+

Custom server group

Can choose the following kinds:
Local

None

Group Radius

Group Tacacs+

Custom server group

Can choose the following kinds:
Local

None

Group Radius

Group Tacacs+

Custom server group

Can choose the following kinds:
Local

None

Group Radius

Group Tacacs+

Custom server group

First method

Second method

Third method

Fouth method

[Instruction]
Setting the Login Authentication.

[ Configuration example]

Such as:First method choose the local, Second method choose the none, Third method
choose the Group Radius, Fouth method the Group Tacacs+.
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| Login authentication H Enable authentication H Dot1x authentication

I AAA authentication configuration

Domaip test =

1:..:: Dot1x authentication project name: default
First methog: Local -
Second methog: None -

Third methog: Group RADIUS — «

Fouth methog: Group TACAS+  ~

@D
I dot1x authentication list
Project name Method
default {local) (none) (group radius) (group tacacs+)

4.12 QoS

Operation

1 {1 Page

In the navigation bar to select "QOS”, you can set to the Remark, Queue Config and

Mapping the Queue.
P Q0SS
* Clueue Caonfig

* Mapping the Queue

4.12.1 Queue Config

In the navigation bar to select "QOS>Queue Config”. Can be set up queue scheduling

policy. The following picture:

B Home I Queue setting
B Quickly et Queue mode: P -
PORT

VLAN
Fault/Safety
PoE

STP

DHCP RELAY
DHCPserver
TACACS+
RADIUS
AAA

Qos

* Queue Config >

Apply

vy v v v v vwvywvwvwow

. l};ppmiliwe Que.
Addr Table

SNMP

LACP

SYSTEM

v v v w

[ Parameter Description]

Parameter Description

Can choose four kinds of modes:

RR round-robin scheduling

SP absolute priority scheduling
Scheduling strategy WRR weighted round-robin scheduling
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WFQ weighted fair scheduling

Set the weights of each queue, they will be in proportion to occupy
the bandwidth to send data

WRR-weights

[ Instruction]
Queue 7 can not for 0.

[ Configuration example]
Such as: set the scheduling strategy for WRR, weight value respectively, 10, 11, 12, 12,
14, 15, 16, 17.

I Queue setting

Scheduling strategy:| WRR -
Byte weight{0~127):| 10 11

-

. Apply ]

T

4.12.2 Mapping the queue

4.12.2.1 COS Queue Map
In the navigation bar to select "QOS>COS Queue Map”, Service category can be mapped
to the corresponding queue. The following picture.

2 Home | cOs Queue Map H DSCP COS Map H Fort COS Map ‘

= ick
o) EHEEE I Mapping Queue Status Information

» PORT

» VLAN

» Fault/Safety
» PoE

» STP

» DHCP RELAY
» DHCPserver
» TACACS+
» RADIUS

P AAA

» QoS

* Queue Config

Server 1D 0 1 2 3 4 5 [} 7

Quewed 0 v 1 v 2 v 3 v 4 v 5+ & v T«

Save

* Tapping the Que...
» Addr Table

» SNMP

» LACP

» SYSTEM

[ Parameter Description]

Parameter Description
Server ID COS the VLAN priority fields (0 to 7)
Queue ID Set each cosine value mapping queue number (0 to 7)

[ Configuration example]
Such as: cos 3 mapping to the queue 7, set the queue weight 7 to 10.

| COS Queue Map || DSCP COS Map H Port COS Map |

I Mapping Queue Status Information

Server ID 0

QuewelD 0 =

(san )

1 2 3\ 4

1~ |2 «\7 )4~
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4.12.2.2 DSCP COS Map
In the navigation bar to select "QOS>Mapping the Queue>DSCP COS Map”. Differential
service can be mapped to the corresponding service categories. The following picture:

‘ COS Queue Map ‘ ‘ V:D_?:(E.:P cos Map ) :| | Port COS Map ‘
I Differential service code point mapp;mg (ea?n i\sl
ServerID 0 1 2 3 4 5 [} 7 8 9 10 1 12 13 14 15
ServerList1 0 ~ |0 = 0 » 0 ~ 0 ~ 0 |0 = 0 v 1 « 1 1 /1 =« 1 |1~ 1~ 1~
ServerID 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 3
ServerList2 | 2 ~ (2 |2 v |2 |2 |2 ~[2 «|2 v|3 |3 ~|3 (3 |3 v|3 |3 ~|3 ¥
Server ID 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
ServerList3 | 4 ~ |4 - |4 v |4 v |4 |4 |4 «|4 |5 v 5 v |5 |5 |5 v|5 |5 v 5 «
Server ID 48 49 50 51 52 53 54 55 56 57 58 7] 60 61 62 63

Serverlist4 | 6 ~ |6 - |6 |6 v |6 * |6 * |6 « |6 * |7 v 7 |7 |7 |7 «|7 |7 ~ T =~

Save

[ Parameter Description]

Parameter Description
Server list DSCP field has seven (0-63) is divided into four tables
Map the DSCP to COS fields (0 to 7), based on the cosine is
Queue ID mapped to a queue
[Instruction]

Cos priority is greater than the DSCP, DSCP priority is greater than the port.
[ Configuration example]
Such as: the DSCP value of 3, 12, 23 mapping to cos 5.

‘ COS Queue Map || DSCP COS Map || Port COS Map |
I Differential service code point mapping team list
Server ID 0 1 2 |/f 3 4 5 6 7 ] 9 10 11 12 | ,13\.. 14 15
ServerList1 | 0 v 0 v 0 -5 ~/0 [0 v~ /0 » 0 v 1 v 1 v 1 «/1 v 1 |5 /1~ 1~
server ID 16 17 18 ‘1_9_, 20 21 22 23 N 25 26 27 2 2 30 31
Serverlistz 2 + 2 - 2 v 2 v 2 v 2 v 2 +vl5 v[3 v 3 v 3 v 3 v 3 v 3 v 3 v 3~
Server ID 32 33 34 35 36 37 3@ 40 4 42 43 44 45 46 47
Serverlist3 4 - 4 ~ 4 - |4 v 4 v 4 = |4 v 4 |5 v 5 v 5 =5 v 5 v 5 = 5 v 5 =
server ID 48 48 50 51 52 53 54 55 56 57 58 59 60 61 62 63
Serverlist4d &6 - 6 - & - |6 v 6 - 5 v 6 v B |7 «+ 7T« T ~| 7T + 7« 7T - 7T~ T «

(Save

4.12.2.3 Port COS Map
In the navigation bar to select "QoS>mapping the queue>Port COS Map”, Port can be
mapped to the corresponding service categories. The following picture:
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| cosaueuemap || DpscPcosmap || (Portcosmap)

I Port CoS mapping

Port: 1 -
ServeriD: 0 -
Trust
Mode: cos -
Apply
I Control list
Port Server 1D Trust Mode
1] 1 2 3 4 5 6 7
1 T
2 T
3 T
4 T
5 T
3] T
7 T
8 T
[11 [2] Next Lasl1 /2 Page
[ Parameter Description]
Parameter Description
Port Select the port number (1-10)
Mapped to the service ID, and then according to the service ID
Service ID into the queue
Can choose the following kinds:
Mode Ccos
DSCP

[Instruction]

Cos priority is greater than the DSCP, DSCP priority is greater than the port.
[ Configuration example]

Such as: port 4. 5. 6 respectively cos4. cos5. dscp6.

‘ COS Queue Map H DSCP COS Map || Port COS Map ‘

I Port CoS mapping

Port: 4 -
Server|D: 4 -
Trust
Mode: cos -
fftprglx;)
| COS Queue Map | | DSCP COS Map ‘ ‘ Port COS Map

I Port CoS mapping

Port: 3 -
serverip| 3 -
Trust

Mode: cos M

(Apply_}
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|' COS Queue Map | ‘ DSCP COS Map | ‘ Port COS
I Port CoS mapping
Port: 6 -
serverI: & -
Trust
Mode: dscp -
CAoply)
I Control list
Port
0 1 2
1 T
2 T
3 T
4
5
7 T
8 T

4.13 Address table

Map

ServerID

Trust Mode
5 6 7
icos
T cos
g dscp
(]2 NexLast'  12Page

In the navigation bar to select "Address table”, you can set to MAC Management, MAC
Learning and Aging and MAC Filter.

8 rome

B Quickly Set
» PORT

» VLAN

» Fault/Safety
» PoE

> STP

» DHCP RELAY

» DHCPserver

» TACACS+

» RADIUS

> AAA

» Q0S

» Addr Table

< :Viu;lass_riarz[a,

-

SNMP
LACP
SYSTEM

v v

B

MAC Management

ddress Table Config

Clear MAC: Clear appointMAC  ~
VLAHN: 1
MAC Address :

Save

MAC Learning and Aging MAC Filter

/alid Range (1 1o 4094

S 220
SODOo

4 5 g 10

§ 7 Optional T Fixed port i Selected [17 Aggregation §..3 Trunk

VLAN: 1 v
MAC Address :
Save
MAC Address List: All
Number MAC Address
1 D4:68:BA0211.DF
2 00:E0:53:08:B2:32

4.13.1 Mac Management

Valid Range (110 4094

VLANID

Address Type Port
static Management
dynamic 3
I i 11 page

In the navigation bar to select "Address table>Mac Management”. You can add static
Mac and delete Mac and view to the current of the Mac address table. The following

picture:
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8 Home I Address Table Config

B quicky Set MAC Learning and Aging MAC Filter
» PORT E—
» VLAN Clear MAC:  Clear appaintMAC ~
» Fault/Safety VLAN: 1 Yalid Range (1to 4094
S m MAC Address :
» STP Save
» DHCP RELAY

1.3 5 7 g

> DHCPserver alalatelm
" TAcACS: sisEs{m

» RADIUS 2 4 6 g 10

> AAA 7 Optional T Fired port i Selected 117 Aggregation §7 Trunk

»

®Ts VLAHN: 1 Valid Range (110 4094
» Addr Table MAC Address :
* Address Table
Save

» SNMP

» LACP MAC Address List: Al A

»

SN Number MAC Address VLAN ID Address Type Port
1 D4:68:BA:09:11:DF 1 static Management
2 00:E0:53:08:B2:32 1 dynamic 8

[ /1 page

[ Parameter Description]

Parameter Description

Can choose to clear the multicast Mac address, clear dynamic
unicast Mac address, clear static unicast Mac address, clear the

Clear Mac specified Mac address, Mac address table
Fill in the need to add or delete VLAN id, not create vlans to
VLAN create can only take effect
[Instruction]

Clear Mac address according to different conditions, view / add / learn Mac address, Mac
address filtering.
[ Configuration example]
Such as:
1) The port 6 Mac set to static Mac.

afaletele
3 L O

4 T8 10

Y loptional 5 Fixed port T Selected 517 Agoregation 5. d Trunk

VLAN: 1 Valid Range (1to 4094)

MAC Address | 3C:97:0F:4F:57:F2

P
ey

2) Clear port 6 static Mac addresses.

MAC Management MAC Learning and Aging MAC Filter

Clear MAC: Clearappeint MAC
VLAN: 1 valid Range (110 4094)

MAC Address { 3C:0T:0E: 4F:5T:F2

\_Save

4.13.2 Mac study and aging

In the navigation bar to select "Address table>Mac study and aging”. Can be set up port
Mac address study limit and Mac address aging time. The following picture:
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I Address Table Config

MAC Management MAC Learning and Aging MAC Filter

1 3 5§58 7 g9
e i R S|
LSisisistl
2 4 6§ 8 10
B Optional E Fixed port E Selected m Aggregation ETmnk
Tipz Click and drag cursor over ports to select multiple p
MAC Learning Limit: §191 {Learning Range 0-8191)
Save
MAC Address Aging Time: 300 (0 indicates no aging,10-1000000 second)
Save
Number Port MAC Learning Limit Number
1 GioM 8191
2 Gio/z 8191
3 G0 2191
4 Gio4 2191
5 Gio/s 219
6 Gil/g 8191
7 Gior7 8191
8 Gi/g 8191

[1] [2] Next Lasl1 /2 Page

[ Parameter Description]

Parameter Description
Mac address Range 0-8191,default 8191
Mac address study
limit Default 300
[ Configuration example]
Such as:

Setting port 2,3,4,5 address study limit for 2000.

I Address Table Config

MAC Management MAC Learning and Aging MAC Filter

o T ==
L o=

g8 10

T Joptional 557 Fixed port B Selected 17 Agoregation [wd Trunk

Tipz Click and drag cu

MAC Learning Lim (Learning Range 0-8191)

(s0e )
The port equipment dropped or to learn the Mac address after 2 minutes from the Mac
address table automatically disappear.

MAC Address Aging Time: 120 (0 indicates no aging,10-1000000 second

Save

4.13.3 Mac address filtering

In the navigation bar to select "Address table>Mac address flitering”. Can be filtered
according to the condition does not need the Mac address. The following picture:
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I Address Table Config
MAC Management MAC Learning and Aging m

MAC Address:
VLAH: Valid Range (1to 4094)

Filtering direction: Source filter -

Save

MAC Address VLAN ID Address Type Delete

[ Parameter Description]

Parameter Description
Mac address Can not add multicast Mac address
VLAN VLAN number
Can choose the following kinds:
o . . Both
Filtering direction L
Destination filter
Source filter

[ Configuration example]
Such as: the Mac address for 02:20:15:09:12:12 added to the filter in the table.

I Address Table Config

MAC Management MAC Learning and Aging 'MAC Filter

MAC Addres$: 02:20:15:09:12:12
VLAN: 1 Walid Range (1to 4094)

Filtering direction: Source filter -

(_Save)

4.14 SNMP

In the navigation bar to select "SNMP”, you can set to the Snmp config and Rmon
config.

b SNMP

* Snmp Config

* Rman Config

4.14.1 Snmp config
4.14.1.1 Snmp config

In the navigation bar to select "Snmp >Snmp config”, you can Snmp function enable.the
following picture:
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& Homs ‘ SNMP Config H Community Config H Group Config H User Config H Trap Config H View Config

o o
B Quickly Set I SHIP Config

PORT
VLAN — e

»

>

» Fault/Safety
b PoE

b STP

» DHCP RELAY
» DHCPserver
» TACACS+

» RADIUS

P AAA

» QOS

» Addr Table
» SNMP
«Snmp Config

* Rmon Config

-

LACP
SYSTEM

-

[ Instruction]
The SNMP function must be turned on in the configuration RMON, otherwise it will be
configured to fail.

[ Configuration example]
Such as: open Snmp.

| SNMP Config H Community Cenfig || Group Config H User Config H Trap Config H View Config

I SNMP Config

:lﬁw- » )

4.14.1.2 Community config
In the navigation bar to select "Snmp >Snmp config>community config”. Can specify
group access. The following picture.

| SNMP Config ||;<?i6h;ﬁ1unityco{1%i§: || Group Config H User Config || Trap Cenfig || View Config |

I SHMP Community List
E Community Name Access Authority Edit/ Delete

@ New community @ Delete Selected Community 1 1 /1Page

[ Parameter Description]

Parameter Description
Community string, is equal to the NMS and Snmp agent
group communication between the password

Read-only: specify the NMS (Snmp host) of MIB variables can
only be read, cannot be modified

Read-only can write: specify the NMS (Snmp host) of MIB
Access authority variables can only read, can also be modified
[ Instruction]
The upper limit of the number of groups is 8.
[ Configuration example]
Such as: add a read-write group called public.
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SNMP Config || Community Config ‘ | Group Config || User Config ‘ ‘ Trap Config ‘ | View Config

\ SNMP Community Configuration

Community Name ;| public String Length (1-16)

Access Authority ;| Read Write -

4.14.1.3 View Config
In the navigation bar to select "Snmp >Snmp Config>View Config”. Set the view the
rules to allow or disable access to some of the MIB object. The following picture.

‘ SNMP Config ‘ ‘ Community Config || Group Config || User Config ‘ ‘ Trap Config ‘ | Nlew Cur!f:i:g:) |
View Name * 8tring length[1-16]
New view

[ Parameter Description]

Parameter Description
View name Wiew mane
include Indicate the MIB object number contained within the view
exclude Indicate the MIB object son number was left out of view
MIB subtree OID View the associated MIB object, is a number of MIB
subtree mask MIB OID mask

[Instruction]

Each view is best to configure a view rule, otherwise it will affect the SNMP function.
[ Configuration example]
Such as: establish a view 123, MIB subtree oid .1.3.6.1 contain among them.

‘ SNMP Config || Community Config H Group Config H User Config H Trap Config || View Config ‘
View Namq_'l_za‘_‘_} * String length[1-18]
SNMP Config || Community Config || Group Config H User Config H Trap Config H View Config
Edit View Rule
T . Note: The use of Exclude” in a rule Is not an effective method to filter the view, this may cause undesired results.
Rule | @ Contain © Exclude
MIB Subtree OID{ .1.3.6.1 *|String length[1-64]
Subtree Mask: |1 *|String length[1-31]

4.14.1.4 Group Config
In the navigation bar to select "Snmp>Snmp Config>Group Config”, setting snmp group.
The following picture.
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| SNMP Config || Community Config

(_:G'roup Confi'g:_: ‘ ‘ User Config | | Trap Config | | View Config |
I SNMP Group
= Group Hame Security Level Read View Read and Write View Notify View Edit | Delete

&) New Group @ Delete Selected Group 4] ! 1 Page

[ Parameter Description]

Parameter Description

Group name Group name

Attestation not only encryption: this group of users transmission
of the message need to verify the data don't need to confidential
No authentication encryption: this group of users' messages
don't need to verify data transmission also does not need to be
kept secret

Both authentication and encryption: this group of users need to
verify the news of transmission and transmission of data need to
be kept secret

Security level

Read view. read and | The associated view name
write view . study view

[ Instruction]
Before the cap on the number set of configuration of 8, the new group needs a new view
to create a group.

[ Configuration example]
Such as: firstly, new view 123, then new group of goupl.

I View rule list 123 v | delete view
] rule MIB subtree OID subtree mask operation
& included 1361 2 X
© Newviewrule @ Delete select View rule frist page prevpage [1] nextpage lastpaged
SNMP Config ‘ ‘ Community Gonfig | | Group Config | | User Config | | Trap Config ‘ ‘ View Gonfig

\ New group

Group Name : goupl ® String Length (1-18)
Security Level : Authentication and1 =
Read View : none -
Read and Write View ; none -
Notify View: nane -

4.14.1.5 User config
In the navigation bar to select "Snmp>Snmp Config>User Config”, setting Snmp user.
The following picture:

| SNMP Config | | Community Config | | Group Config ‘ ‘ Use; Cc_nflg | | Trap Config | | View Config |

I SHMP User -
[ | UserName Security Level Group Name Authentication Mode Authentication Password Encrypt Mode Encrypt password Edit/ Delete
© New User @ Delete Select User Q| 1 11 Page
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[ Parameter Description]
Parameter Description
User name User name,range 1-16

Attestation not only encryption: this group of users
transmission of the message need to verify the data don't need
to confidential
No authentication encryption: this group of users' messages
Security level don't need to verify data transmission also does not need to be
kept secret
Both authentication and encryption: this group of users need to
verify the news of transmission and transmission of data need
to be kept secret
Specified use MD5 authentication protocol or SHA
authentication protocol
Authentication Range 8-10

password

Authentication mode

Specified using AES encryption protocol or DES encryption
protocol
Group name A user group name
encrypt password Range 8-60
[Instruction]
The upper limit of the number of users is 8, the need to build a new view and the group
can be used, the user's security level needs to be consistent with the group's security level.
Add a user to use the authentication and encryption methods, and configure the user
group, the user will be used for Snmpv3 connection.
[ Configuration example]
Such as: new view 123, the newly built group groupl, new users userl.

encrypt mode

| SNMP Config H Community Config || Group Config || User Config H Trap Config H View Config |

\ Edit SNMP user
User Name : nzerl = $tring Length (1-18)

Security Level : Authentication and | =
Group Hame : goupl -
Authentication Mode : MD3 -
Authentication Password : 123456878 * $tring Length (8-60)
Confirm Authentication Passworg : 12345873
Encrypt Mode : DES

Encrypted Password : = $tring Length (8-60

Confirm Encrypted Password :

o

4.14.1.6 Trap
In the navigation bar to select "Snmp>Snmp Config>Trap”. Can specify sent the trap
messages to Snmp host (NMS). The following picture:
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| SNMF Config | | Community Config ‘ ‘ Group Config ‘ ‘ User Config | | (Trap Config) ‘ ‘ View Config
I Trap Destination Host
] Destination IP Address Security Name UDP Port Number security Mode Edit/ Delete

@ newTrap @ Delete Selected Trap M1 t /1Page

[ Parameter Description]

Parameter Description

Destination ip address | Snmp host ipv4 address

Security name Snmp user name

version V1, V2, V3

Security mode Specified using AES encryption protocol or DES encryption
protocol

Group name User group name

[ Instruction]
The upper limit of the number of Trap configuration is 8, you can configure a number of
different Snmp host to receive trap messages. Trigger the trap message: port
Linkup/LinkDown and equipment of cold start (power down reset) / warm-start (hot restart),
and Rmon set the port port statistical on under the threshold.

[ Configuration example]
Such as: setting hoset 192.168.2.30 receive trap information.

SNMP Confi Community Confi Group Confi User Confi Trap Confi View Confi
g g P g g P g ]
New Trap
Destination IP Address | 192 188. 0. 22
Security Name : useri
UDP Port Humber :
Security Mode : w1 -
Save Exit

4.14.2 Rmon Config
4.14.2.1 Statistics Group

In the navigation bar to select "Snmp>Rmon Config>Statistics Group”, Set an Ethernet
interface statistics. The following picture:
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8 Home ‘ Statistics Group H History Group H Alarm Group H Event Group

B quicky set I Statistics Group List
» PORT B

» VLAN
Fault/Safety
PoE

STP

DHCP RELAY
DHCPserver
TACACS+
RADIUS
AAA

Qos

Addr Table
SNMP

*  Snmp Config

Index Interface Hame Owner Edit / Delete

@ Hew CountGroup @ Delete Selected Count Group m 1 /1Paga

-

¥y v v v vy v v vy v w

' Rmon Ennl\rgr:': )
» LACP
> SYSTEM

[ Parameter Description]

Parameter Description
index The index number, the value range of statistical information
table is 1 ~ 65535
Interface mane To monitor the source port
ower Set the table creator, range: 1 ~ 30 characters of a string
[Instruction]

At the time of configuration Rmon Snmp functions must be open, otherwise the prompt
dialog box will appear.

[ Configuration example]
Such as: set up monitoring Ethernet port after 4 to check the data.

|' Statistics Group H History Group H Alarm Group H Event Group |

I / statistical group configuration

— index { 77 " [1-65535]
interface name { interface Gi0/4 -
owner{ Cocd| * string length[1-30]

Statistics Group H History Group H Alarm Group H Event Group ‘

Statistical information

Number of Packet Discarding Events : 0 -
Number of Received Bytes : 989395 4
Number of Received Packets :L 9813

Number of Received Broadcasting Packets : 4164
Number of Received Multicast Packets : 5222

Humber of Received Packets With CRC Check Failed
: 0

Number of Received Packets Smaller Than 64 Bytes : 312
Number of Received Packets Larger Than 1518 -

quit

4.14.2.2 History Group
In the navigation bar to select "Snmp>Rmon Config>History Group”. Record the history
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of an Ethernet interface information. The following picture.

‘ - HHlstoryGroupH Alarm Group H Event Group |
I"‘Slowqroupus( —

b index interface name maximum number of samples sample period owner status operation

&) new history group @ delete select history group fistpage prevpage (1] nexpage lastpagel  [1page

[ Parameter Description]

Parameter Description

index Historical control table item index number, value range is 1 ~
65535

Interface name To record the Ethernet interface

Set the history control table item of the corresponding table
capacity, namely the Max for number of records the history
table, value range is 1 ~ 65535
Set up the statistical period, scope for 5 ~ 3600, the unit is in
seconds
owner Set the table creator, range: 1 ~ 30 characters of a string

[ Instruction]
Snmp function must be turned on when configuring the Rmon, otherwise the prompt box
will pop up.

[ Configuration example]
Such as: monitor Ethernet port 4 historical information.

Maximum number of
samples

Sample period

| Statistics Group || History Group || Alarm Group || Event Greup ‘

— 4 history group configuration

A /I =
- index: 222 * [1-65535]
interface name: interface Gil/4 - "
Maximum 1
number fof
samples: 22222 * [1-65535]
sample peripd 23 * second il

4.14.2.3 Event Group
In the navigation bar to select "Snmp >Rmon Config>Event Group”. The way in which
define events trigger and record them. The following picture.

‘ Statistics Group ‘ ‘ History Group ‘ ‘ Alarm Group H :\"-EventGruLi;}' ‘
I event group list
A index description owner action status aperation

@ neweventgroup @ delete select event group frist page prevpage [1] nextpage lastpage1 [1page

[ Parameter Description]
‘ Parameter ‘ Description
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index The index number, the value range of the event table is 1 ~
65535
The Trap events, when the event is triggered, the system will

Description send the Trap message, Log events, when the event is
triggered, the system will log

owner Se-t the table creator, ownername for 1 ~ 30 characters of a
string

[ Instruction]
At the time of configuratio
dialog box will pop up.

n Rmon Snmp functions must be open, otherwise the prompt

[ Configuration example]

Such as: create an event

to trigger 345, the system sends the trap message and log.

| Statistics Group H History Group

4.14.2.4 Alarm Group

|| Alarm Group H Event Group ‘

event group configuration

index:| 3435 * [1-65535)

description| 212 * string length[1-30]
owner: * string length[1-30]

action:| V] Log ¥ Trap

In the navigation bar to select "Snmp>Rmon Config>Alarm Group”, define alarm group.

The following picture.

| Statistics Group || History Group H :Alal:rr:Gr;u-p H Event Group
Alarm Group List D
@ Mew Alarm Group @ Delete Selected Alarm Group M 1 11Page
[ Parameter Description]
Parameter Description
index The alarm list items index number, value range is 1 ~ 65535
Statistical type values :3:DropEvents. 4:Octets. 5:Pkts.
6:BroadcastPkts. 7:MulticastPkts. 8:CRCAlignErrors.
) 9:UndersizePkts. 10:OversizePkts. 11:Fragments. 12:Jabbers.
Static table

12:Collisions. 14:Pkts640ctets. 15:Pkts65t01270ctets.
16:Pkts128to2550ctets. 17:Pkts256t05110ctets.
18:Pkts512t010230ctets. 19:Pkts1024t015180ctets

statistical index

Set up the corresponding statistics statistical index number,
decided to statistics to monitor the port number

Sampling interval

Sampling time interval, the scope for 5 ~ 65535, the unit for
seconds
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Sample types for the absolute value of sampling, the sampling

The sampling type . . . . .
Ping typ time arrived directly extracting the value of a variable

Sampling type for change value sampling, extraction of the
The latest sampling arrival of the sampling time is variable in the change of the
sampling interval value

The alarm threshold

. Set the upper limit the Parameter values
upper limit

The alarm threshold

o Set the lower limit Parameter values
lower limit

Above/below the
threshold limit  of | Upper/lower limit reached, for each event
events

Set the table creator, ownername for 1 ~ 30 characters of a

owner .
string

[Instruction]
At the time of configuration Rmon Snmp functions must be open, otherwise the prompt
dialog box will pop up. This configuration need to configure statistics groups and events.
[ Configuration example]
Such as: new statistics group of 77 and the event group 345, set up more than 12 and
below the lower limit 3, Beyond the scope of alarm.

‘ Statistics Group H History Group || Alarm Group H Event Group ‘

~— Alarm Group Configuration
\ Index: 123 * [1-65535]

Statistical Event: DropEvents -
Statistical Group Index: 77 -

Sampling Time Interval: 123 * Second(s)[5-65535]

Sample Type: Absolute -

Owner: Coco * String length[1-30]

Upper Alarm Threshold Limit: 12 * [0-2147483647]

Upper Alarm Threshold Limit Events: | 458 -

Lower Alarm Threshold Limit: 3 * [0-2147483647]

Lower Alarm Threshold Limit Events: | 458 -

f: N Exit

4.15 LACP

In the navigation bar to select "LACP”, you can set to the “LACP Setting”and “LACP
Display”.
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= Home LACP Setting LACP Display
& ouickly set
| LACP status
» PORT o
> Y] Open LACP
» Fault'Safety Apply
»
PoE I LACP public parameter settings
> sTP N
System priority (1-65535)

* DHCP RELAY

Apply
» DHCPserver
» TACACS+ | e
* RADIUS choose port to set up:
> AR P —
» aos ooono
» AddrTable iidisei
» SNMP 2 ¢+ 8 8 10
» LACP §77 optional § Fixed port §E Selected [ 1{Aggregation o Trunk
* Lacp Config ) Tip : Click and drag tal o
» SYSTEM Portpriority: 1 (18553 )

Aggregate port number: 1 -
Aggregate model: active -
Apply

4.15.1 LACP Setting

In the navigation bar to select "LACP>LACP Setting”, You can configure LACP

information.
TACP Setting; | Lacp [Jisplay_|
I LACP status
open Lacp: [0

Apply

I LACP public parameter settings
System priority © (1-85535

Apply

I LACP activation port parameter settings

choose port to set up:

13 58 T g
gy |
E_J E_J i'._.\ i'._.\

z & & 5 10

§ ") Optional G Fixed port § Selected |19 Aggregation [.{ Trunk

ip: o Canc
Port priority: 1
Aggregate port number: 1 -
Aggregate model: active -

Apply

[ Instruction]

LACP based on IEEE802.3ax is an implementation of dynamic link Aggregation
Protocol. LACP Protocol LACPDU interacts with the side information.

[ Configuration example]

Such as:
1. LACP enabled features.
LACP Seuing_ | LACP Display_|

I LACP status
Open LACP :i_"_l-

Capply

2. Setting the system priority of 1.

I LACP public parameter settings
System priority(T (1-B5535)

(Cavply )

3. Select port 3, set priority to 1, select the aggregation port is 1, Aggregate model is

active.
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I LACP activation port parameter settings

choose portto setup:

1 2.5 7 o
M O
;'_:j ?_AJ [ LJ:l

2 4 6 8 10

{1 Optional R Fixed port 5 Selectsd [17Aggregation [u{ Trunk

ct all oth ance
Port priority:] 1
Aggregate port number:| 1 -
Aggregate model:| active -
oo )
(Apply )

4.15.2 LACP Display

In the navigation bar to select "LACP>LACP Display”, This is where you can view or
Delete LACP configurations.

[ LACP Setling || CLACP Display> |
I LACP list
Aggregate D Port ID Port status flag Portstate  Prioricy Port operation key Port number Lacp Protocol state Lacp Partner State Operation
First Back [1] Next Last: /1 Page
[instruction]

LACP based on IEEE802.3ax is an implementation of dynamic link Aggregation
Protocol. LACP Protocol LACPDU interacts with the side information.

[ Configuration example]
Such as:Delete LACP configurations.

| LAGPseting || LACPDisplay |
| Lacpist
Aggregate |D Port 1D Port status flag Port state Prioricy Port operation key Port number Lacp Protocol state Lacp Partner State Operation
1 G2 SA down 1 2 3 0x4d000000 0x41000000 :i :
3 GiD/5 sP down 1 7 5 0x4c000000 0x41000000 x

[11 1 {1Page

4.16 SYSTEM

In the navigation bar to select "SYSTEM?”, you can set to the System Config, System
Update, Config Management, Config Save, Administor Privileges and Info Collect.

P SYSTEM
*  System Config

*  System Update

* Config Managem...
*  Config Save

*  Administrator Pri...

* Info Collect
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4.16.1 System Config

4.16.1.1 System settings
In the navigation bar to select "SYSTEM>System Config>System settings”, Basic
information set switch. The following picture:

8 Home ‘ System Settings" H System Restart H Password H EEE Enable H SSH Login H Telnet Login H System Log |
B auicidy sat I Basic System Information
* PORT

Management VLAN: | 1 B N Device MAC:
P VLAN

Management IP: 192, 168.0.1 N Ipv6 Address:
» Fault/Safety
Subnet Mask: 255, 255.255.0 . Device Name: Switch
» PoE
5 o Default Gateway: 132. 168.0. 221 Device Location:
» DHCP RELAY Jumbo Frame: 1518 (1518-9218 Contacts(include mailbox):
» DHCPserver DNS Server: 0.0.0.0
» TACACS+ Login Timeout
» RADIUS (Minutes): 30
P AAA Save Set Management VLAN
» QOS
I System Time

> Addr Table
> SNMP Current System Time: 2000-01-01 15:43.01

SetTime:
P LACP
» SYSTEM [0 TP server

" system Config > Save

* System Update

*  Config Managem
* Config Save

*  Administrator Pri

* Info Collect

[ Parameter Description]

Parameter Description
Device name switch name
Manage VLAN Switches use VLAN management
Manage ip Switch IP address management
timeout Don't use more than login timeout after login to log in again
[ Configuration example]
Such as:

1) Set up the VLAN 2 is management VLAN, should first created vlan 2 the VLAN
Settings and set a free port in the VLAN 2.

B Home | VLAN Settings ‘ | Trunk Port Settings ‘ | Hybrid Port Settings |
B Quiciiy set IVLM”DS
»
LRIT & VLAN ID VLAN Name VLAN IP Port Edit/ Delete
» VLAN
+ Vian Config 1 VLANDDD 192.168.0.1/24 1-2.4-10 Z
» Fault/Safety s} 2 VLAND00Z 3 7 %
b PoE @ New VLAN © Delete VLAN 1 1 11Page
» STP
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|§ System Settings | | System Restart | |

I Basic System Information

Management VLAN:

Management IP:

Default Gateway:

Subnet Mask:

Jumbo Frame:

1

192.165.0.1

£55.255.255.0

192.165. 0. 221

15135

OS5 Server: 0.0.0.0

Loagin Timeout

{(Minutes): 30

Save @Management ULAE

IE' %

(1518-9216)

" System Settings H System Restart H Password || EEE Enable H SSH Login

I Basic System Information

Management VLAN::_?'::
Management IP: i
Subnet Mask:
Default Gateway:
Jumbo Frame:
DNS Server:

Login Timeout
(Minutes):

—
1\5@ Cancel settings

(1518-9216)

Device MAC:
Ipv6 Address:

Device Name:

Device Location:

Contacts(include mailbox):

H Telnet Login H System Log

2) Insert the PC interface 3 ports, set up the management IP for 192.168.0.15, device
name is yoyo, timeout for 20 minutes, Jumboframe for 5000.

|’ System Settings H System Restart |

I Basic System Information

Management VLAN: 2
Management IP:| 192 185.0.15
Subnet Mask:| 255 255 255.0
Default Gateway: 0.0.0.0
Jumbo Frame: | 5000
DNS Server| 0.0.0.0

Login Timeout

Iz‘ * Device MAC:
Ipv6 Address:
Device Name: yoyo
Device Location:
(1518-9216) Contacts(include mailbox):

(Minutes)| 20

Save Set Management VLAN

3) Use 192.168.0.15 logging in, sets the system time.

Password H EEE Enable || SSH Login H Telnet Login || system Log |
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I System Time

Current System Time: 2@0-01-&1 6.2
SetTime: [

CINTPS @ 4 pec 2018 » »

(sae)
' ave Sun Mon Tue Wed Thu Fri Sat

27 28 20 3 1 2 3
3 f .| a Qg )
= d U b el u
= 3 . T

12 3 - 3 16 1
E 10 31 4 YT 4
4.7 = ad —— -— i

N5 NG 3T S 1] WO T
AT 2 it 9 Al 5l

[l

-t il

Timz|15: 9 ﬂlg

[Clear [Today] OK |

4.16.1.2 System restart
In the navigation bar to select "SYSTEM>System Config>System restart”, equipment
can be restarted. The following picture:

8 Home

| systemsettings || (SystemRestari) || Password || EEEEnable || ssHLogin || Telnetiogin || systemlog |

B qQuickly Set —

Restart
» PORT
» VLAN
» FaultSafety
» PoE
» STP
» DHCP RELAY
» DHCPserver
» TACACS+
» RADIUS
> AAA
> QOS
» Addr Table
> SNMP
» LACP
» SYSTEM
*  System Config
*  System Update

* Config Managem

* Config Save

* Administrator Pri

* Infa Collect

[Instruction]
Click the button to restart the switch. The restart process may take 1 minute. Please wait
patiently. The page will be refreshed automatically after device restart.

[ Configuration example]
Such as:click "Restart” button.

‘ System Settings H System Restart H Password H EEE Enable H §5H Login || Telnet Login H System Log

’::Rrest af-l:’

4.16.1.3 Password change
In the navigation bar to select "SYSTEM>System Config>Password change”, The
password change to equipment. The following picture:
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B Home ‘ System Settings H System Restart H :’I%_ars’sw?ré 0 H EEE Enable H SSH Login H Telnet Login H System Log
| quicky Set I Change Administrator Password
PORT

VLAN

Fault/Safety

PoE

STP

DHCP RELAY

DHCPserver

TACACS+

RADIUS

AAA

Qos

Addr Table

SNMP

LACP

SYSTEM

*  System Config

Password type: Encrypted passwor =
Old Password:
New Password:
Confirm New Password:

Save Clear

¥y ¥ v Y vy vy wwyvyvvyywyow

*  System Update

*  Config Managem
* Config Save

*  Administrator Pri...

[Instruction]
1. If you set a new Web login password, then log in again after seting the new
password.
2. Password can not contain Chinese, full-width characters, question marks and
spaces.
3. If forget the password reset, can be reset in the console.
switch(config)# password admin
New Password: 1234
Confirm Password: 1234
[ Configuration example]
Such as: amend the password to 1234.

| System Settings || System Restart || Password || EEE Enable H SSH Login H Telnet Login H System Log

I Change Administrator Password

Password type: Encrypted passwor -
Old Password: #8808
Hew Password: #@HE®

Confirm Hew Password: @#@8@®

[:Sav;/ Clear
4.16.1.4 EEE Enable

In the navigation bar to select "SYSTEM>System Config>EEE Enable”’EEE open. The
following picture:
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8 1ome ‘ System Settings H System Restart H Password

B quickly Set I EEE Config

o 1

» PORT

* VLAN

» Fault/Safety
» PoE

» STP

» DHCP RELAY
» DHCPserver
b TACACS+
»
13
»
13
»
b
»

RADIUS

AAA

Qos

Addr Table
SNMP

LACP

SYSTEM

*  System Config
+  System Update
* Config Managem
* Config Save

*  Administrator Pri...

* Info Collect

[ Instruction]

|eee Enable ]

SSH Login H Telnet Login H System Log |

Energy Efficient Ethernet, Open the EEE features by default.

[ Configuration example]
Such as: EEE closed.

| System Settings || System Restart || Password || EEE Enable H S5H Login H Telnet Login || System Log

I EEE Config

4.16.1.5 SSH login

In the navigation bar to select "'SYSTEM>System Config>ssh login”, SSH open. The

following picture:

= Home

B Quicky Set I SSH Config

(@l Close=d)}

PORT
VLAN
Fault/Safety
PoE

STP

DHCP RELAY
DHCPserver
TACACS+
RADIUS
AAA

Qos

Addr Table
SNMP
LACP
SYSTEM

*  System Config

vy v Y YT VYTV VTPV VYVTY

*  System Update

* Config Managem...
*+ Config Save

*  Administrator Pri

* Info Collect

[ Instruction]

| System Settings H System Restart H Password || EEE Enable H(SiS_H L_gé:i}!> H Telnet Login H System Log |

Configure the user to be able to switch through the SSH login device.

[ Configuration example]

Such as: SSH open, setting the time-out time is 3, you can CRT to login.

| System Settings || System Restart H Password || EEE Enable || SS§H Login || Telnet Login || System Log

I SS5H Config
(= >
SSH T\meoujfai::

(sme)
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4.16.1.6 Telnet login

In the navigation bar to select "'SYSTEM>system config>Telnet login”. Telnet open. The

following picture:

B ome

B Quickly Set

I Telnet Config
PORT

VLAN
Fault/Safety
PoE

STP

DHCP RELAY
DHCPserver
TACACS+
RADIUS

AAA

Qos

Addr Table
SNMP

LACP

SYSTEM
System Config

[ D
.

¥y ¥ vy Y Y v wvwvwvwywwywowyovw

System Update

* Config Managem...

Config Save

*  Administrator Pri...

Info Collect

[ Instruction]

‘ System Settings H System Restart H Password H EEE Enable H S5H Login H =:":Ifg|net Lugln H System Log |

Configure the user to be able to switch through the Telnet login device.

[ Configuration example]

Such as: Telnet open, PC Telnet functiono open, setting the time-out time is 3, you can

login.

| System Settings H System Restart H Password H EEE Enable H SSH Login H Telnet Login || System Log

I Telnet Config

4.16.1.7 System log

In the navigation bar to select "SYSTEM>Password change>System log”, to view the
log and set up the log server. The following picture:

& Home ‘ System Settings H System Restart H Password H EEE Enable H SSH Login H Telnet Login H “System Log ‘
B Quickly Set I Log Config T
» PORT Log Switch: (T
» VLAN Server IP:
» Fault/Safety Send Log
» PoE Level: Informational(s)  [+]
» STP Save settings
» DHCP RELAY I Current Log Information
» DHCPserver
Keyword Search Clear Syslog
» TACACS+
»
e Syelog logging: enabled -
» AAA Con ing
Wonitor logging: | 1gging, 0 messages logged
» QoS Buffer lagging: le bugging, 231 messages logged L
» Addr Table Timestamp debug messages: datelime 3
Timestamp log messages: datetime
» SNMP Sequence-number log messages: disable i
Sysname log messages: disable
» LACP Trap logging: level tional, 231 message lines logged, 0 fail
» SYSTEM Log Buffer (Total 4096

Jan 01 15:48:08 %PORTH

NAGE-Notifications-UPDOWN: Port 2, cha
AGE-Informational-PORT: setport 0 jum
E-Informational-PORT: setport 1 jum

Jan 01 15:49:15 %PORTM
Jan 0115:49:15 %PORTM
Jan 011549115 %PORTH
Jan 0115:49115 %POR
Jan 0115:49:15 %P0

System Config

*  System Update
E-Informational-PORT. set p
E-Informational-PORT: set p.

* Config Managem..

* Config Save

Administrator Pri

E-Informational-PORT:. set port 2 jumbe

nged state to up
bofram

boframe 5000 byes

[ Parameter Description]
Parameter Description
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Log switch Open and close

Server ip Appoint to server address

Send log level 0-7

key Enter the required query of characters

[ Instruction]

Open log switch, set up the syslog server, system log will automatically be pushed to the
server.

[ Configuration example]
Such as:

1) The error log information in 192.168.0.88 pushed to the server.

‘ System Settings ‘ ‘ System Restart ‘ ‘ Password || EEE Enable | ‘ $SH Login ‘ | Telnet Login ‘ | System Log
I Log Config

Log switch: | (§EE

Server IP: 192, 166.0. 63

Send Log

Level: Errars(3) E‘

(_S_ia:vg setjtlﬂi:s

2) Input the fail keywords, click “Search” button, click on the "Clear Syslog" button, can
clear the log.

I Current Log Information
Keyword’ Fail ) ::\ Search/ ) Clear Syslog

Trap logging: level infarmational, 231 message lines logged, 0 fail

4.16.2 System Upgrade

In the navigation bar to select “SYSTEM>system upgrade”, Optional upgrade file to
upgrade. the following picture.
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B Home ‘ System Upgrade ‘
B Quiciy st Icurrant Software Versionz: D161116

*» PORT File Name: | Browse_ | He file selected T —
» VLAN

Fault/Safety

PoE

STP

DHCP RELAY

DHCPserver

TACACS+

RADIUS

AAA

Qos

Addr Table

SNMP

LACP

SYSTEM

* System Config

-

¥ ¥ Y YT YT v v v vvwyw

v System Update
0 @ oTEraT
* Config Save
*  Administrator Pri

[Instruction]
1. please confirm that the upgraded version of the same model and the same model.
2. inthe upgrade process, you may encounter flash to make the page is temporarily
unable to respond to the page, this time can not power off or restart the device, until
prompted to upgrade successfully.

4.16.3 Config Management

4.16.3.1 Current configuration
In the navigation bar to select “SYSTEM>Config Management>Current configuration”,
can import and export configuration files, the backup file.The following picture:

B ome ‘ Import/Export Config H Restore Config H Factory Reset ‘

B ouicay set
Show Current Config Export Config
PORT

° art Configuratic
VLAN Backup Import Configuration

File Name: .canf
Fault/Safety

Confirm Backap
PoE
sTP | sackup e ist
DHCP RELAY
DHCPserver
TACACS+
RADIUS
AAA
Qos
Addr Table
SNMP
LACP
SYSTEM

+ System Config

Name size Time Stamp

*  System Update

:-” Config r\’\anauem”:_ »

g Save

* Administrator Pri

[Instruction]
Import process can not be closed or refresh the page, or import will fail.
After the introduction of configuration, to enable the new configuration, please in this page
Restart device Otherwise configuration does not take effect.
[ Configuration example]
Such as:
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1)
configuration, then export the configuration.

" Import/Export Config H Restore Config || Factory Reset |

Sho Current Config|( !Export Confi

© Backup @ Import Configuration
Do not refresh or close the page during the i

Prompr: After the introduction of configuration, t#%gnable the new configuration, please in this page Restartd

In the configuration first save the page, click save configuration to save the current

e Otherwise configuration does not take effect

File Hame: Ho file selected

Opening switch.conf
‘You have chosen to open:

I Backup File List |_| switch.conf
which is: conf File

Hame from: http://192.168.015

What should Firefox de with this file?

") Open with

@ Saveto: M Desktop

Do this automatically for files like this from now on.

=]

Time Stamp

2) Import configuration.

|4 Import/Export Config H Restore Config H Factory Reset

Show Current Config | Export Config

) Import C-Jnﬁgurali;

Do not refresh or close the page during the import

Prompr: After the introduction of configuration, to enable the nsw configuration, please in this page Rastart«

ile selected Inport configuration

s Otherwise configuration does nottake effect

A==

B TE

m =E
Bl SEnEaE

Administrator
s
=@ =

R
E R %&‘

HE

EREE

e

EEwits

Beyond Compare 4

1

Time Stamp

A
&, win7 () - 1021 55 3
TR (N): v |allFiles
Import/Export Config H Restore Config H Factory Reset

Show Current Config  Bxport Config

© Backup @ Import Configuration

Do not refresh or close the page during the import

Prompr: After the introduction of configuration, to enable the new configuration, please in this pagé,_

File Name: Ho file selected

Inport configuration

I Backup File List

Hame

Size

3) Backup.

83 mConfiguration

therwise configuration does not take effect

Time Stamp



8-Port Gigabit Managed PoE Switch

Import/Expeort Config H Restore Config H Factory Reset

Show Current Config|  Expert Config

e EaCkLI_F‘ _ Import Configuration
File Name: (12357 conf

Confirm Back

b

I Backup File List

Name Size Time Stamp

4.16.3.2 Configuration backup
In the navigation bar to select “SYSTEM>Config Management>Configuration backup”,
you can configure backup file. The following picture:

| Import/Export Config || Restore Config H Factory Reset ‘
Name Size Time Stamp
@ 12357.conf 5.66K 15:38:34 2016-12-20
@ Restore Backup  © Delete Backup © Save Backup @) Rename Backup

Confirn Recevary

[ Instruction]

Operating this page should be in the current configuration page first, the backup file.
[ Configuration example]

Such as: restore backup.

| ImportiExport Config ‘ ‘ Restore Config | | Factory Reset
Name Size Time Stamp
{r‘.- 5.66K 153834 2016-12-20
. Rest-jrarE_a:k_up _) Delete Backup ) Save Backup 'ff?:ihename Eac}:m;:_'_i'
ReName: swert conf T

i Confirm Renane )

4.16.3.3 Restore factory configuration
In the navigation bar to select “SYSTEM>Config Management>Restore factory

configuraton”. Can export the current configuration and restore factory configuration.
The following picture:

‘ Impert/Export Config H Restore Config || ;'_:F:éél:_ory I'Ieéie:r”; |

Export current config| Restore to Factory

[ Instruction]

Restore the factory configuration, will delete the current all configuration. If the current
system has a useful configuration, you can export the current configuration and then
restore the factory configuration.

[ Configuration example]

Such as: restore configuration can be the guide before they leave the current
configuration.

‘ ImpertiExport Config H Restore Config || Factory Reset

Export current config  Hestore to factony

4.16.4 Config Save
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In the navigation bar to select “SYSTEM>Config Save”, you can save current
configuration. The following picture.

B Home
Save Settings
B quicky set
PORT
VLAN
Fault/Safety
PoE
STP
DHCP RELAY
DHCPserver
TACACS+
RADIUS
AAA
Qos
Addr Table
SNMP
LACP
SYSTEM

' System Config

¥ Y YT YT YT VYT VEYTVEYTEYTYTVYTVEY VYT OVwy

* System Update

*  Config Managem...
@ config Save

. —u:;mlslr;h)r Pri

[Instruction]
Save system configuration, will cover the original configuration. If the current system has a
useful configuration, you can back up the current configuration and then save the system
configuration.

[ Configuration example]

Such as: click “save settings” button.

{ Save Settings }

4.16.5 Administrator Privileges

In the navigation bar to select “SYSTEM>Administrator Privileges”, Configurable
ordinary users. The following picture.

8 Home Administrator Settings
o EERE Password type: Encrypted passwort +
PORT
VLAN
Fault/Safety
PoE
STP
DHCP RELAY | userist
DHCPserver
TACACS+
RADIUS uesr z
AAA admin @
Qos
Addr Table
SNMP
LACP
SYSTEM

* System Config

User Name:
New Password:
Confirm Password:

Add User

User Name Edit / Delete

First Back[1] Next Lasti i1Page

vy ¥ v Y Y v vvvvvyvewyow

+  System Update
* Config Managem
* Config Save

" Administrator Pr...>

[Instruction]
This page only the super administrator admin can access, for the management of users
and visitors. The user can log on Web management system to carry on the daily
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maintenance to the equipment. In addition to admin and user, up to 5 users can add.
Ordinary users can only access to view the system home page information.

[ Configuration example]

Such as:

Administrator Settings

Password type:| Encrypted passwore -
User Hame: | root.
Hew Password: | @@
Confirm Password: | @@

(:Add User?}

I User List
User Hame Edit / Delete
user 4
admin @
First Back [1] MNext Lasti /1Page

4.16.6 Info Collect

In the navigation bar to select “SYSTEM>Info Collect”. You can collect to the system
debug information. The following picture.

B Home
Collect

™ quiciy set

» PORT

» VLAN

Fault/Safety

PoE

STP

DHCP RELAY

DHCPserver

TACACS+

RADIUS

ARA

Qos

Addr Table

SNMP

LACP

SYSTEM

* System Config

-

Yy vy v Yy vy vovwvwy v v v

*  System Update
* Config Managem
* Config Save
*  Administrator Pri
‘Enio CDEe:ct
[Instruction]
Collect useful infomation, it may take a few moment.
[ Configuration example]

Such as: click on "Collect" button.

{Cortect]
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Appendix: Technical Specifications

Standards

|EEE 802.3i. IEEE 802.3u. IEEE 802.3ab. IEEE 802.3x.
|EEE 802.3z. |EEE 802.3at. |EEE 802.3af. IEEE 802.1q.
IEEE 802.1p

Network Media (Cable)

10Base-T: UTP category 3, 4, 5 cable (maximum 100m)
100Base-Tx: UTP category 5, 5e cable (maximum 100m)
1000Base-T: UTP category 5e, 6 cable (maximum 100m)
1000Base-SX:62.5u m/50u m MMF(2m~550m)
1000Base-LX:62.5y m/50y m MMF(2m~550m) Or 10y m
SMF(2m~5000m)

Number of Ports

8 x 10/100/1000Mbps Auto-Negotiation ports
2 x 1000Mbps SFP ports
1 x Console port

Transfer Method

Store-and-Forward

Switching Capacity

20G

MAC Address Learning

Automatically learning, automatically update 8K Table

Frame Filtering and

Forward Rate

10Mbps: 14880pps
100Mbps: 148800pps
1000Mbps: 1488000pps

Dimensions (L x W x H)

280*180*44.3 mm

Environment

Operating Temperature: 0°C~45°C

Storage Temperature: -40C~70°C

Operating Humidity: 10%~90% non-condensing
Storage humidity: 5%~90% non-condensing

Power Supply

AC 100V~240V 50/60Hz (Internal Power supply)

Power consumption

Max 161W
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