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PAP AiE-——-- password authentication protocol ZHBIAILE ( . )

—RE RNEREZRREAFENED | HARAXKEN , MRINERDUED up MEFFEBIA

if | EMEBRBME |, BRIEIERED down TFHFEEEFIAE., PAP IEM AL , IR EREFEER & PAP AL

FERENRBEFERANASENED,

= : PAP XBAHEE (b A BRHENES ):



R3 ( config-if)ppp authentication pap ----BR & i FF /& IAIE

R3 ( config ) username sundray password sundray123 --& At I B IEESR B

R4 ( config-if)ppp pap sent-username sundray password sundray123 % P i E3) XX A F

BNHRBE

ET 2), MRIANEXBMEE NAK ( code EF 3)

BINERBMBRIE —MAENER (code EF 1), MRRSI[IHINERZH N EE — ACK ( code

| 348 156.550924 N/A N/A PPP LCP 18 Contiguration Request
P 18 Configuration Request
14 Configuration Request
« Data ~ 18 configuration Ack
peer-ID-Length: 7 |14 configuration Ack
Peer-ID: sundray ——27 Authenticate-Request (Peer-ID='sundray', Password='sundray123")
password-Length: 10 o= 9 Authenticate-Ack (Message='")
password: sundray123 4 Configuration Request
< 8 configuration Request
14 Configuration Request
a 8 Configuration Request
Frame 355: 14 bytes on wire (112 bits), 14 b captured (112 bits) ~ ,f}a Conf}gurat}on Ack
Point-to-Point Protocol / -1 8 configuration Ack
v PPP IP Control Protocol 8 Conf}gurat}on Ack
14 Configuration Ack

Code: Configuration Request (1)
Identifier: 1 (oxel)
Length: 1@

Frame 359: 14 bytes on wire (112 bits),

Point-to-Point Protocol
v PPP IP Control Protocol

Code: configuration ack (2)
Identifier: 1 (@xe1)

Length: 10

312 Device ID: R3
310 Device ID: R4
214 Device TN: RA

Port ID: Serial3/e
port ID: Serialad/e
pPort TN: <eriala/e

/ nterface @
/{tes captured (112 bits) ~
PP sk PPP thiicleh | 888 | RO E #iig
fx 7E FF 03 0x023 | 1Egte | 1Este Ete

6B PAP BIRIZEE o PAP IR0 BT -

0=01
0=02
003

Authenticate-Fequest { WhIEHH
Anathenti cate-dek (LTS
Authenticate-Mak {4 FFEEE )




CHAP -——--challenge handshake authentication protocol ¥§ 38 FIAEH ( . )
- RE
ORI &RIAE , BRFSERH £ —PHEHE challenge(BEHH —NF&HR ), RBILXA challenge
MRSFNAFE-BRHEE (AFERARKRES  IRBEOAREAFBNERZEORENASS )
QFEF I E challenge+ AF BMBIE , AEBEAMNBREEEREERZAFEHRE , WREN
EAAHKZEDH challenge #{TRABE —MNEFHE HASH1 , REFT HASH1 MIAFE—REAHE (A
FERURRKRER NMREOEEREAFENEREONAFE ), WREFROAHZECERKEMHA -
BENXENERAEONRBNZBA challenge HITHASIREE, BKEENAFE—BREE
ORFZFHRWEFFIHARN HASHI+BEFIRAFE , EERSHFE S BEEFEERTECEE R
APEN%E , MRENERAZXEXNNNZEBT challenge #1TRFS R FHE HASH2, W LR
HASH1 &F HASH2 , RITAER Ho
@MR HASH1 TET HASH2 MINEARM ( ERFHERERIENNE , EOERNAFSNEBE
)

= : CHAP XM ABELE ( tbAbFA B RHERLLER )

R3config-ifj#ppp authentication chap ---E 3K ¥J %3 1T chap 1AL

R4config-ifj#ppp chap password cisco--—-1% 0 T & & Z12

R4config-ifj#ppp chap hostname cisco--—# 0 TBREZE O A

= MBEEFR

CHAP BRI , 8 — challenge,response,success,failure X{ R code ZBI21,2,3,4, MW



RRBINERIINE 2 HFEFLEH KX challenge.

A
Frame 20 32 bytes on wire (256 bits), 32 bytes captured (256 bits)~
i Point-to-Point Protocol

~ PPP Challenge Handshake Authentication Protocol

Code: challenge (1)

Identifier: 32

- Fikz

th Info
29 Failure (MESSAGE='Authentication failed')
8 Termination Request

Length: 28 v
. 8 success (MESSAGE='")
A 8 Termination Ack
19 Configuration Request
Frame 2012: 27 bytes on wire (216 bits), 27 bytes captured bits) ~ 19 Configuration Request
Point-to-Point Protocol 19 configuration Ack
v PPP challenge Handshake Authentication Protocol 19 Configuration Ack
Code: Response (2) e — 32 challenge M—'sundray', VALUE:exag571‘502(70bbc8f327289331341b954)]
Identifier: 32 127 Challenge (NAMI R3', VALUE=0x511b866e856349b75c108cedCc767334a)
Length: 23 27 Response (NAME='R3', VALUE=0xabo@7edfd5ae15813fe865456ce360cC)
< 2 | 32 Response (NAME='sundray', VALUE=exfa17c78fd3f7ab2147754f09bbce1f7a)
A 9 Failure (MESSAGE='Authentication failed')
8 Termination Request
Frame 2014: 29 bytes on wire (232 bits), 29 byte Fed (232 bits) A| [ 8 Success (MESSAGE='")
Point-to-Point Protocol 8 Termination Ack
v PPP challenge Handshake Aut Ton Protocol 19 configuration Request
Code: Failure (4) ‘m configuration Reanest
Identifier: 32
Length: 25 +| Interface @
< >
0000 ff 03 c2 23 @4 20 80 19 41 75 74 68 65 6e 74 69 # Authen

@010 63 61 74 69 6f 6e 20 66 61 69 6C 65 64
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PEP th iz i
0xC223

1 b Challenge
2 S Response
3 Th Success
4 &M Failue
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